DiskPulse - Disk Change Monitor Flexense Ltd.

DiskPulse

=
DISK CHANGE MONITOR =

User Manual

Version 18.2

Jun 2026

www.diskpulse.com
info@flexense.com
Flexense Ltd.




DiskPulse - Disk Change Monitor Flexense Ltd.

O ONOUTA WNH

==
= O

A D WWWWWWWWWWNNNNNNMNMNNNRRRRRPRPR B &
H O WVWoONOOTUDNWNRFEHROUOUONOOTUDNWNEFR,OOONOOUPNMNWN

DiSKPUISE OVEIVIEW Luuuitiiititiiiiit et e e 3
DiskPulse ProdUCt VEIrSIONS . ....uiuiiiiiiiiiiiiiiiii s e 5
Product Installation ......oviuieiii 6
Using DiskPulse Server GUI AppliCation.......o.iuieieiiiiiie e e e 7
Managing Disk Change Monitoring ComMmMaNdS .........ouiuieiiiniiiiiie e eeeaeeeans 10
Reviewing Monitoring Status and Detected Changes........c.coiviiiiiiiiiiiiiiiiiieeeeeeeas 11
Advanced Disk Change Monitoring OPtiONS .......vieiiiiiiii e e e 12
Searching File System Changes ......cc.ouiiiiiiiiii e eeeas 13
Monitoring Specific TYPES Of FIl@S ...c.u e e ene e 15
Monitoring MUItiple Dir€CEOrES . vttt e e aaeas 17
Excluding Directories from the Monitoring ProCeSS.......cviiiiiiiiiiii i iee e 18
Sending E-Mail NotifiCations ...uouiiiiiii i e reas 19
Generating Reports and Executing Custom ACLiONS.....cciiiiiiiiiii i e s 20
Disk Change Monitoring REPOITS ..uuiiiiriiii i e e e e e e e aeanens 21
LC] =T o] aTlor= I = BT ol 2= o o] o =N 24
Saving Reports to the DiskPulse Reports Database.........coooiiiiiiiiiiiiiie e 25
Displaying Statistical Charts for Series of REPOItS ......c.oviiiiiiiiii s 26
Saving Summary Disk Change Monitoring REPOrts .......cocvviiiiiiiiiiiiic e 28
Exporting Changes to an SQL Database ........ccoeiiiiieiiiiiiiiiiiire e eneneeeas 29
Saving Reports to an SQL Database .........ouieiiiiiiiii e 31
Automatic Report Management ... it e a e a e 33
Disk Change Monitoring Wizard........ouviiieiiii it ae e e e e aneaneas 34
Managing File Classification PlUG=iNS .......civiiiiiiiii i e neaaeas 35
USING DiSKPUISE ENteIPIriSe «uviiri ittt e e et er e e e aeene s 36
Disk Change Monitoring History StatistiCS.......cviiiiiiiiiiiii e 39
Web-Based Management INterface ... ...ovvieiiiiiiiiii e 40
DiskPulse Server Disk SPace MONIEOI ... ..uiuiiiiiiiie et re e e e e anens 41
Using DiskPulse Server Command Line UTIlItY ......ovinininiiiiii e 43
Configuring DiSKPUISE SEIVEI . .....cuii et e e eneaeaes 46
Configuring Custom User Name, Password and POrts........cccviiiiiiiiiiiiiiiiiiienienaaens 46
DiskPulse Server Report ManagemeEnt....oo.v it i ee e e e e eaeaeaeas 47
Configuring E-Mail SeIVaI .. vt et eaeaas 47
Updating DiskPUISE SeIVEN ...viii it e e s 48
Registering DiSKPUISE SeIVEI vttt e et ae e e 49
DiskPulse Enterprise OEM VerSiOn ..uiuiieiiiiiiiiiie it i et i st sie s s assare e anesaeaneanens 50
Installing MySQL Database .....cuviiiiiiiiiiii i e e eas 51
Configuring MySQL Database. .....ccceeieiiiiii e 56
Installing and Configuring MySQL ODBC Data SOUICE .....coviuiuininiiiiieaeieeeeneneeenenenes 57
Configuring DiskPulse Database Connection ........cocieiiiiiiieiiiiiiiir e 58
Supported Operating SYSEEMS ...t ra e e e e e 59
SYStEM REQUINEMENTS. 1.ttt e e e s e e aaans 59



DiskPulse - Disk Change Monitor Flexense Ltd.

1 DiskPulse Overview

DiskPulse is a powerful real-time disk change monitoring solution allowing one to monitor
changes in one or more disks and directories, send E-Mail notifications, save various types of
reports, generate statistical pie charts, export detected changes to an SQL database, send
error messages to the system event log and execute custom commands when a user-specified
number of changes detected.

., Disk Pulse Ultimate - Monitor System Disk - [m] x
File Command Tools Help
Q O 8 a8 ) 2]
(=) 7J |7| — EHH L)
Manitor Continue  Pause Stop Reset Save Database Charts Rate Layouts  Options Help
Profiles L' Date Time Operation Size Qwner Name Gl
M Default Profile @ 06-Aug-2018  15:49:12 Renamed To  1.17KB Administraters C\Program Files\DiskBoss Ulti...
. Monitor System Disk 06-Aug-2018  15:49:12 Modified 0 Bytes Administrators  C:\Pregram Files\DiskBoss Ulti...
M Monitor Backup Disk 06-Aug-2018  15:49:12 Modified 1.17KB Administrators C\Program Files\DiskBoss Ulti...
M Menitor Data Disk © 06-Aug-2018  15:49:12 Created 0 Bytes Administraters  C:\Pregram Files\DiskBoss Ulti...
06-Aug-2018  15:49:12 Modified D Bytes Administrators C:\Pragram Files\DiskBoss Ulti...
06-Aug-2018  15:49:12 Modified 1.04 KB Administrators  C:\Pregram Files\DiskBoss Ulti...
© 06-Aug-2018 15:49:12 Renamed - Files\DiskBoss Ulti... |
# O File With ... 3
© 06.Aug-2018 154912 Renamed - OPenTieWd Files\DiskBoss Ufti...
06-Aug-2018  15:49:12 Modified ] Open Location in Explorer ... % Files\DiskBoss Ulti...
Directories o 06-Aug-2018 154912 Modified Files\DiskBoss Ulti...
o © 06-Aug-2018 154012 Created | FH Export Changes To SOL Database Exc-s\AppData\Loca...
d D6-Aug-2018 154912 Modified Ex-s\AppData\Loca..
C Ch: To Clipboard
06-Aug-2018 154212 Modified AR T Ec-s\AppData\Leca...
06-Aug-2018  15:49:12 Modified | Exclude Ch By Locati Files\DiskBoss Ulti...
06-Aug2018 154012  Modified | — < uee Changes By Location .. Data\Microsoft\Wi..
06-Aug-2018 154912 Modified Exclude Changes By Extension ... ex-s\AppData\Loca...
06-Aug-2018  15:49:12 Modified Files\DiskBoss Ulti...
06-Aug-2018  15:49:12 Modified | ] Properties .. Files\DiskBoss Ulti...
06-Aug-2018  15:49:12 Modified UBYTE: - ‘Creprogram Data\Microsoft\Wi... o
antn 1E.anaa he g n n i nucenen
Status Value [ Categorize By Change Type [ File Categories | [ 100% ]
:=] Total Changes 603 Modified Files 2414 MB 340 89.55 %
Changed Dirs 175 © Created Files 35144 KB 26 4.31%
= ChangedFiles 428 @ Deleted Files 0 Bytes 2 348 %
& Excluded Files 0 © Renamed Files 177.27KB 16 2.65%
= Monitor Actions 0
" MonitorErrors 0
@ Change Rate 438 CH/Min
& ProcessTime 1 Min, 12 Secs
© Ready Changes: 603 Displayed: 603 Change Rate: 498 CH/Min

DiskPulse intercepts file system change notifications issued by the operating system and
detects newly created files, modified files, deleted files and renamed files. All file system
changes are detected in real-time allowing one to send an E-Mail notification, execute a
custom command and/or save a disk change monitoring report within a couple of seconds
after one or more critical changes detected.

™, Number of Changes Per Extension O X
ber of Ch Per Ex

El 746Filles - 52.54% - NOEXT Files

[ 115Fles - 8.10% - 5 Fies

D 107Files - 7.54% - DAT Files

[ 72Fles - 507% - DLLFies
59 Files -415% - XMLFiles

5] S5Fles - 3.87% - PNGFiles
45 Files - 3.17% - HTMFiles

D 41 Files - 2.89% - WOFF2Files

5] 28Fles - 1.97% - LOGFiles

] 152Fles - 10.70 % - Other (24)

Date: 06-Aug-2018 | Time: 16:19:25 | Host: Windows10-64 | Title: Disk Change Monitoring Report
H Save = Print ﬁj Copy Options | | Mumber of Changes Per Extension ~ | PieChart Close

The user is provided with the ability to review, categorize and filter detected file system
changes, generate various types of statistical pie charts showing the humber of changes per
file extension, the number of changes per change type, the number of changes per user, etc.
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In addition to the DiskPulse GUI application, DiskPulse Server provides a command line utility,
which can be used to execute disk change monitoring operations locally and control one or
more DiskPulse Servers through the network. The DiskPulse command line utility provides the
ability to control disk change monitoring operations from shell scripts and batch files and
allows one to integrate DiskPulse capabilities into user-custom solutions.

B Command Prompt — O X

diskpulse -monitor -dir <Di

nonito

diskpulse -show_commands

the list of co C c e commands .

IT professionals and enterprise customers are provided with DiskPulse Server - a server-based
product version, which runs in the background as a service and can be controlled using a full-
scale client GUI application or a command line utility locally or through the network. DiskPulse
Server allows one to monitor multiple disks or directories simultaneously, send disk change
monitoring reports to a centralized SQL database and generate history trend analysis reports.

[ Disk Pulse Client - ] b
File Command Tools Help
5 s @B E D0 F @B E 0
S e & | = ] 6 B @
Connect  Reports Database Wizard Add Delete Actions Rules Layouts  Options Help
Status Command Status Changes Change Rate
Commands 5
Reports B @ Monitor System Disk Active 3 37 CH/Min
Jobs 0
Tasks 0 . . )
Running 0 @ Meonitor Data Disk Active 1822 512 CH/Min
Pending 0
Completed 0 . ] .
it i @ Manitor Backup Disk Active 1 0 CH/Min
4l Disk Space Monitor @ Monitor Home Directories Active 83 38 CH/Min
Free Disk Space ] wonitorhias server Idle NA NA
211.87 GB
Total: 291.50 GB - Free: 72.7 %
Date Time Message 2l
@ 18/Jun/2024 15:3%:28 Monitor Data Disk - start command
@ 18/Jun/2024 15:39:28 Maonitor Backup Disk - start command
@ 18/Jun/2024  15:40:04 Moniter Home Directories - add command
© 18/Jun/2024  15:40:11 Moniter Home Directories - start command
@ 18/Jun/2024  15:40:45 Moniter Home Directories - stop command
@ 18/Jun/2024  15:40:47 Monitor Home Directories - start command
@ 18/Jun/2024  15:41:36 Maonitor NAS Server - add command "
(:) Ceonnected To: admin@localhost

Finally, corporate customers are provided with the DiskPulse Enterprise product version, which
is capable of receiving disk change monitoring reports from multiple production servers,
searching critical changes across the entire database, analyzing reports using a centralized set
of user-defiled rules and policies and sending E-Mail notifications when critical issues are
detected in one or more disk change monitoring reports received from production servers.
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2 DiskPulse Product Versions

Features Server Enterprise
Maximum Number of Files 100 M Unlimited
Maximum Storage Capacity 100 TB Unlimited
Maximum Number of Monitors 100 Unlimited
Support for Unicode File Names Yes Yes
Support for Long File Names Yes Yes
Monitor Multiple Disks or Directories Yes Yes
User-Selectable Monitoring Events Yes Yes
File Categories and File Filters Yes Yes
HTML, PDF, Excel, Text and XML Reports Yes Yes
Option to Send E-Mail Notifications Yes Yes
Option to Execute Custom Commands Yes Yes
Option to Monitor Specific File Types Yes Yes
SQL Database Reports Yes Yes
Search Changes in the Database Yes Yes
Disk Monitoring Command Line Utility Yes Yes
Runs in the Background as a Service Yes Yes
Multiple, Parallel Monitoring Operations Yes Yes
Built-In Disk Space Monitor Yes Yes
DiskPulse Client GUI Application Yes Yes
OEM Product Version X Yes
Centralized Reports Database X Yes
Centralized Reports Analysis Rules X Yes
Disk Change Monitoring History Statistics X Yes
Web-Based Management Interface X Yes
Support For Multi-User Configurations X Yes
OS Native User Authentication X Yes
Price $125 $450

* Product features, prices and license terms are subject to change without notice.
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3 Product Installation

DiskPulse Server is especially designed to be as simple as possible. The product does not
require any third-party software applications and may be installed and configured within a
couple of minutes. A fully functional 30-days trial version of DiskPulse Server may be
downloaded from the following page: https://www.diskpulse.com/downloads.html.

#y Disk Pulse Server 11.1.26 (64-Bit) Setup - *

DiskPulse Welcome to the Disk Pulse Server
D ——— e — - -
DISK CHANGE MONITOR 11.1.26 (64-Bit) Setup Wizard

This wizard will guide you through the installation of Disk
Pulse Server 11.1.26 (54-Bit).

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

© 2007-2018 Flexense Ltd.

The installation package is very small, approximately 15 MB depending on the target operating
system, and the product requires just 100 MB of the free disk space on the target server. In
order to install DiskPulse Server, start the setup program, select a destination directory and
press the 'Next' button.

#y Disk Pulse Server 11.1.26 (64-Bit) Setup - *

Diskpulse Disk Pulse Server Ports
————

Disk Pulse Server control and web access ports,

DISK CHANGE MONITOR

Enter Disk Pulse Server control and Web access ports:

Server Control Port:

Server Web Access Port:

Disk Pulse Server may be managed using a Web browser through the web access port
or using the command line utility through the control port.

If you need to control the product through the netwark, make sure these ports are open
in the host's firewall.

MSIS w246

Optionally, enter custom server control and/or web access ports. The server control port is
used by the DiskPulse client GUI application and the command line utility to connect to
DiskPulse Server. The web access port is the port for the web-based management interface
allowing one to control DiskPulse Server using a standard web browser from any computer on
the network. If DiskPulse Server should be controlled remotely through the network, make
sure one or both of these ports are open in the server's firewall. In order to perform a silent
product installation procedure, download the latest product version, open the command
prompt window and type the following command:

diskpulsesrv_setup_vX.Y.Z.exe /S
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4 Using DiskPulse Server GUI Application

DiskPulse Server is a server-based product version, which runs in the background as a service
and allows one to perform multiple, parallel disk change monitoring operations, send E-Mail
notifications, save various types of reports, export detected changes to a centralized SQL
database, send error messages to the system event log and/or execute custom user

commands when a user-specified number of changes detected.

™ Disk Pulse Client - [m]
File Command Tools Help
t moGs| = =
= 7 5 =
= BB = 2]
Connect | Reports Database = Actions Add Delete Rules Layouts  Options Help
Status Value Command Status Changes Change Rate
= Commands 5
= Active 3 @ Monitor System Disk Active 24 103 CH/Min
< Completed 5
" Failed 0
<] Reports 98 @ Moniter Data Disk Active 438 184 CH/Min
= Actions 7
@ Monitor Target Disk Active 1378 378 CH/Min
—
Disk Total Free Moniter Qutput Disk Completed 3423 1844 CH/Min
@ 3869GB 19.60 GB
. —
8 g‘k ‘:ggggg ;?;?GGEB Monitor Backup Disk Completed 1046 734 CH/Min
@ 5\ 10.00GB 9.88 GB
@ TA 9.97GB 9.88 GB
@ In 80.00GB 67.68 GB
Date Time Message
© 06/Aug/2018 14:36:43 Monitor Target Disk - start command
© 06/Aug/2018 14:36:43 Monitor Qutput Disk - start command
© 06/Aug/2018 14:36:53 Monitor Backup Disk - start command
© 06/Aug/2018 1436:57  Monitor Backup Disk - stop command
© 06/Aug/2018 14:37:09 Monitor Backup Disk - start command
© 06/Aug/2018 1438:34  Monitor Output Disk - stop command
© 06/Aug/2018 1438:34  Monitor Backup Disk - stop command
©  Connected To: admin@localhost

DiskPulse Server may be controlled using a full-scale client GUI application or a command line
utility locally or through the network. The DiskPulse client GUI application is very similar to the
desktop product version, but provides the ability to configure multiple, parallel disk change
monitoring operations and adds advanced statistics and history trend analysis capabilities.

& Moniter All Disks

.. Monitor
- =]

Options
Events

—
_.'”"‘I} Rules

X
Default Report Title | Disk Change Monitoring Report |
Keep In System Memory Last 2000 Changes =
Execute Selected Actions Every | 1000 Changes = =

o0 Add
11| Edit

Delete

Begin Monitoring on Computer Startup

Send HTML Notification To - diskpulse@yourcompany....

Save PDF Report To - D:\Reports
Save Report To SOL Database

] save

Cancel

DiskPulse Server is especially designed to run on production servers using a very small
amount of system memory and CPU resources in order to minimize the potential impact on
running applications. For mission-critical servers, DiskPulse provides the ability to completely
offload disk change monitoring reports management and analysis to a centralized DiskPulse
database server, which can receive reports from multiple production servers, analyze detected
changes using user-specified rules and policies, send notifications and/or save reports when

critical changes are detected.

Flexense Ltd.
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The DiskPulse client GUI application connects to DiskPulse Server locally or through the
network and allows one to setup disk change monitoring operations, configure reports, E-Mail
notifications and/or custom user commands to be executed when a user-specified number of
changes detected.

™ Disk Pulse Client — O *
File Command Tools Help
] ] = | OF ;
=S [
Connect  Reports  Database Actions Add Delete Rules Layouts  Options Help
Status Value Command Status Changes Change Rate
= Commands 4
= Active 4 @ Maenitor System Disk Active 205 26 CH/Min
7 Completed 1
| Failed 0
Reports 93 @ Monitor Data Disk Active 2475 335 CH/Min
% Actions 0
@ Meonitor Backup Disk &7 Add Command .. 102 CH/Min
& start Command
Disk Total Free @ Monitor Target Disk [ Pause Command FaCrNn
@ 38.60 GB 17.02 GB 1 Stop Command
@ D 40.00 GB 3354 GB
@ o 10.03 GB 9.95 GB Ed Reset Command
@ s 10.00 GB .82 GB
® T 9.97 GB 23.89 MB T Edit Command ...
@ M 80.00 GB 67.68 GB =
Copy Command ...
Rename Command ...
4 Export Command ...
Date Time Message Import Command ... )
@ 20/Sep/2018  13:41:31 Menitor System Disk - start command
© 20/5ep/2018  13:41:51 Monitor Data Disk - add command & Move Command Up ...
© 20/Sep/2018  13:41:52 Menitor Data Disk - start command
© 20/5ep/2018 134218 Monitor Backup Disk - add command RS o andllon
© 20/Sep/2018  13:42:22 Menitor Backup Disk - start command
© 20/Sep/2078 134233 Monitor Target Disk - add command x| Delete Command
© 20/Sep/2018  13:42:58  Monitor Target Disk - start command "
© Connected To: admin@localhost

The client GUI application provides an easy-to-use interface, which is very similar to the
DiskPulse desktop GUI application. The user is provided with the ability to review and analyze
detected file system changes, save report files and/or export disk change monitoring reports
to a centralized SQL database through the ODBC interface.

. Connect to DiskPulse Server ? >

. Enter the host name (or IP address) and the port number of the server to
connect to. Ensure the server is accessible on the network and the

l== =) selected port number is open in server's firewall.

Host Mame: |5R1a'2|2|16 | Fart: |912|2| |

User Name: |admin | Password: | sense |
&) Connect Cancel

In order to connect to a DiskPulse server, open the DiskPulse client GUI application, press the
'Connect' button located on the main toolbar, enter the host name (or an IP address) of the
server to connect to, enter DiskPulse user name and password (default is admin/admin) and
press the 'Connect' button. By default, DiskPulse client GUI application connects to DiskPulse
Server trough the TCP/IP port 9120. If the default DiskPulse server control port is used by
another software product or system service, open the server 'Options' dialog, select the
'Server' tab and change the DiskPulse server control port. In order to be able to connect to the
server through the network, make sure that the port is open in the host's firewall.
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By default, in order to ensure all disk change monitoring operations are automatically started
when the computer starts, DiskPulse Server enables the auto-start mode for all disk change
monitoring operations. In order to manually start one or more disk change monitoring
commands using the client GUI application, connect to the DiskPulse Server, select the
required disk change monitoring commands in the commands view, press the right mouse
button and select the 'Start Command' menu item.

2 Monitor System Disk O X

o= — —— ==y [1 S
U U0 g e B8 1
Monitor Resume Pause Stop Reset Charts Rate Save Export Submit

Date Time Operation Size Owner MName &
20-5ep-2018  14:20:26 Meodified 0 Bytes Administrators C:\Program Files\DiskBoss Server\sdk\lib\libdbsi.lib

© 20-Sep-2018  14:20:26 Deleted 0 Bytes --- C:\Program Files\DiskBoss Server\bin\diskboss_old.flx

0 20-5ep-2018  14:20:26 Modified 0 Bytes . 5 ss Serveribin

@ 20-5ep-2018  14:20:26 Renamed 0 Bytes e <5 Serverbin\diskboss.fl

© 20-5ep-2018  14:20:26 Renamed To  1.17 KB [ | Open Location in Explorer ... I% ss Serveribintdiskboss_old.flx
20-Sep-2018  14:20:26 Maodified 0 Bytes ss Serveribin
20-5ep-2018  14:20:26 Meodified 117 KB [ Export Changes To SOL Database ss Serveribindiskboss_old.flx

© 20-Sep-2018  14:20:26 Created 0 Bytes ss Server\bin'diskbosssrv.flx
20-Sep-2013  14:20:26 Modified 0 Bytes EopyiehangeolSipbead <5 Server\bin
20-5ep-2018  14:20:26 Maodified 1.04 KB : ss Server\bin'diskbosssrv.flx

@ 20-5ep-2018  14:20:26 Renamed ~ OBytes | ExcludeChanges By Location... <5 Serverbin\diskbosssrv.flx

@ 20-Sep-2018  14:20:26 Renamed To  1.04 KB Exclude Changes By Extension ... ss Serveribindiskboss.flx
20-Sep-2018  14:20:26 Maodified 0 Bytes ss Serveribin
20-5ep-2018  14:20:26 Meodified 1.04 KB ] Properties... ss Serveribindiskboss.flx w

% Categorize By File Type - ’_ File Categories 100%:

& Miscellaneous Files 24.89 MB 70 25.93 % A

& Programs, Extensions and Script Files 9.99 MB 33 12.22 %

& Development Files 0 Bytes 23 .52 %

& Documents, Books and Help Files 670.97 KB 18 .67 %

& Temporary Files 0 Bytes 17 .30 %

& Windows Files 544 KB 1 07 % -

P Dict, A Cemphic Cil 10007 KD Ao

© Completec Dirs: 70 Files: 200 Total: 270 Displayed: 270 Excluded: 0 Change Rate: 602 CH/Min

In order to review detected file system changes, just click on a disk change monitoring
command item in the commands view. For each detected file system change, the monitoring
results dialog shows the date, time, type of change, file size, file owner and the name of the
changed file or directory. In addition, the bottom view shows categories of detected changes
according to the currently selected file categorization mode.

M, Numnber of Changes Per User Name [m} *

Number of Changes Per User Name

[F] 159Files - 41.84% - Administrators

7] 96Files - 25.26 % - Unknown
] 72Files - 18.95% - alexs
[] 31Files -8.16% - SYSTEM
22 Files - 5.79% - TrustedInstaller

Date: 17-5ep-2018 | Time: 11:35:50 | Host: Windows 10-64 | Title: Disk Change Monitoring Report

H Save = Print Gj Copy Options | | Mumber of Changes Per User Name ~ | PieChart = Close

The monitor results dialog provides the ability to categorize and filter detected file system
changes, save various types of disk change monitoring reports and generate pie charts
showing the number of changes per category according to the currently selected file
categorization mode.
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5 Managing Disk Change Monitoring Commands

DiskPulse Server provides the ability to setup a number of disk change monitoring commands
with each one configured to monitor one or more disks and/or directories. The DiskPulse
Server commands view shows the configured disk change monitoring commands and allows
one to start, stop, add, edit and delete disk change monitoring commands and configure
advanced disk change monitoring options.

™ Disk Pulse Client — O *
File Command Tools Help
b = e _—
] 3 ¥ B B @
= ] = B BE
Connect ~ Reports Database  Actions Add Delete Rules Layouts  Options Help
Status Value Command Status Changes Change Rate
= Commands 0
= Active 0 =
> Completed o - Add Command ... l%
" Failed 0
o Reports 0 & Start Command
= Actions 0 I Pause Command

In order to add a new disk change monitoring command, press the 'Add' button located on the
main toolbar, enter a unique command name, specify one or more directories to monitor and
press the 'Save' button.

&, Monitor Systemn Disk

D Monitor Meoniter Disks or Directories
= D o —
E Options
Add
E Events
e
_r""’( Rules
= e
E Exclude
Del
Izl Advanced
Begin Monitoring on Computer Startup [ save Cancel

The newly created disk change monitoring command will be displayed in the commands view
and in order to start the monitoring command, select the command item, press the right
mouse button and select the 'Start Command' menu item. DiskPulse Server provides a large
set of advanced disk change monitoring options allowing one to customize monitoring
operations for user-specific needs and requirements. In order to customize advanced disk
change monitoring options, select the command item, press the right mouse button and select
the 'Edit Command' menu item.

10
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6 Reviewing Monitoring Status and Detected Changes

In order to view the disk change monitoring results for a monitoring command, click on the
command item in the commands view. The monitoring command dialog shows the detected
disk changes and allows one to categorize and filter detected disk changes, display different
types of statistical charts, save disk change monitoring reports to a number of different report
formats including HTML, PDF, Excel, text, JSON, CSV, XML and export disk change monitoring
results to an SQL database.

=, Monitor System Disk [m] »
=t i o
£ 00040 8 ¢ (] 54
Monitor Resume  Pause Stop Reset Charts Rate Save Export Submit

Date Time Operation  Size Owner Name ~
20-Sep-2018  14:20:26 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Server\sdk\lib\libdbsi lib

& 20-5ep-201%  14:20:26 Deleted 0 Bytes - C:\Program Files\DiskBoss Server\bin\diskbess_old.flx

& 20-5ep-2018  14:20:26 Medified 0 Bytes E . ss Server\bin

© 20-Sep-2012 142026 Renamed  OBytes =) OpenfFileWith.. 55 Serverbin\diskboss fix

© 20-Sep-2018  14:20:26 Renamed To  1.17KB [] Open Location in Explorer ... 55 Server\bintdiskboss_old.flx
20-5ep-2018  14:20:26 Modified 0 Bytes 55 Serveribin
20-5ep-2018  14:20:26 Modified 117KB B  Export Changes To SOL Database s Server\bintdiskboss_old.flx

© 20-5ep-2018  14:20:26 Created 0 Bytes = 55 Server\bintdiskbosssrv.flx
20-5ep-2018  14:20:26 Modified 0 Bytes 0 Sl Splnst cx Serveribin
20-5ep-2018  14:20:26 Modified 1.04KB cc Server\bin‘diskbosssrv.flx

@ 20-5ep-2018 142026 Renamed  OBytes | Exclude Changes By Location .. cx Server\bindiskbosssryfl

© 20-5ep-2018  14:20:26 Renamed To  1.04KB Exclude Changes By Extension ... s Server\bin'diskboss.flx
20-Sep-2018  14:20:26 Modified 0 Bytes cs Server\bin
20-5ep-2018  14:20:26 Modified 1.04KB ] Properties... 55 Server\bin'diskboss.flx v

% Categorize By File Type - ’_ File Categories 100%

% Miscellaneous Files 24.89 MB 70 5.93 % A

% Programs, Extensions and Script Files 9.99 MB EE) 2,22 %

& Development Files 0 Bytes 23 5

% Documents, Books and Help Files 670.97 KB 18 .67

& Temporary Files 0 Bytes 17 50

% Windows Files 544 KB 1 .07

P Dics a i Cil 100 07 VD Ew—v aud

© Completec Dirs: 70 Files: 200 Total: 270 Displayed: 270 Excluded: 0 Change Rate: 602 CH/Min

For each detected disk change, the top view shows the change date and time, change type,
the size of the changed file, the owner of newly created or modified files and the full name of
the changed file or directory. The bottom view shows categories of detected changes
according to the currently selected file categorization mode. By default, DiskPulse categorizes
changed files by the file extension. In addition, the user is provided with the ability to
categorize and filter changed files by the change type, file type, file owner, file size, file
attributes, top-level directory or user-custom rules.

=, Monitor System Disk [m] X
=7ty [] 2
00 B e B8 1
Monitor Resume Pause Stop Reset Charts Rate Save Export Submit
Date Time Operation Size Owner Mame ©
20-Sep-2018  14:20:26 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Server\sdk\lib\libdbsi.lib
@ 20-5ep-2018  14:20:26 Deleted 0 Bytes --- C:\Program Files\DiskBoss Server\bin\diskboss_old.fix
20-Sep-2018  14:20:26 Meodified 0 Bytes Administrators CA\Program Files\DiskBoss Server\bin
© 20-5ep-2018  14:20:26 Renamed 0 Bytes --- C\Program Files\DiskBoss Server\bin\diskboss.flx
© 20-Sep-2018  14:20:26 Renamed To 117 KB Administrators C:\Program Files\DiskBoss Server\bin‘diskboss_old.flx
20-5ep-2018  14:20:26 Modified 0 Bytes Administrators C\Program Files\DiskBoss Serveribin
20-5ep-2018  14:20:26 Modified 117 KB Administrators C\Program Files\DiskBoss Serveribin\diskboss_old.fix
© 20-Sep-2018  14:20:26 Created 0 Bytes Administrators C:\Program Files\DiskBoss Server\bin\diskbosssrv.flx
20-5ep-2018  14:20:26 Medified 0 Bytes Administrators C:A\Program Files\DiskBoss Server\bin
20-Sep-2018  14:20:26 Medified 104 KE Administrators C\Program Files\DiskBoss Serveribin\diskbosssrv.flx
@ 20-Sep-2018  14:20:26 Renamed 0 Bytes - C\Program Files\DiskBoss Serveribin\diskbosssrv.flx
@ 20-Sep-2018  14:20:26 Renamed To  1.04 KB Administrators C:\Program Files\DiskBoss Serveribin\diskboss.flx
20-Sep-2018  14:20:26 Modified 0 Bytes Administrators C:\Program Files\DiskBass Server\bin
20-Sep-2018  14:20:26 Modified 1.04 KB Administrators C:\Program Files\DiskBoss Serveribin\diskboss.fhx v
|1:] Categorize By Extension o [ File Categories | 100%
=] Categorize By Extension 0 Bytes 52 PSR i
& Categorize By Change Type 7118 KB 23 o35
& Categorize By User Name 9.97 ME 57 %
Categorize By File Size 0 Bytes 17 3
& Categorize By File Type 380,55 KB 16 s
= Categorize By File Attributes 5123 ME 13 aT
Categorize By Top Directory 5 snvn 11 = bl
:=| Categorize By Custom Rules Files: 200 Total: 270 Displayed: 270 Excluded: 0 Change Rate: 602 CH/Min

In order to change the file categorization mode, click on the categories combo box and select
an appropriate file categorization mode. For example, in order to categorize changed files by
the file owner, select the 'Categorize By User Name' mode. In addition, the user is provided
with the ability to filter changed files by one or more selected categories. For example, select
a category in the bottom view, press the right mouse button and select the 'Apply Filter' menu
item. DiskPulse will filter changed files and show changes related to the selected category.

11



DiskPulse - Disk Change Monitor Flexense Ltd.

7 Advanced Disk Change Monitoring Options

DiskPulse provides a large number of advanced disk change monitoring options allowing one
to control specific types of file system changes to monitor, which types of files to monitor and
allows one to automatically save reports and/or send E-Mail notifications when a user-specified
number of changes detected.

&, Monitor System Disk ? et

Maonitor Created Files and Directories

= Select the types of file
@ Options system changes to monitor. Monitor Modified Files and Directories
Far more detailed control
E Events select specific event ty'pEIS Maonitor Renamed Files and Directories
v on the ‘Events' tab.
&1 Rules Monitor Deleted Files and Directories
) In addition, you can monitor
m Exclude spgaﬁc types O,f files by ] show Changed File Extensions Only
using file matching rules
on the ‘Rules’ tab.
Izl Advanced ] Hide Changed Directories
Begin Monitoring on Computer Startup H Save Cancel

In order to edit advanced disk change monitoring options, select the disk change monitoring
command, press the right mouse button and select the 'Edit Command' menu item. The disk
change monitoring command dialog provides the ability to select the types of disk changes
that should be monitored, types of files that should be monitored, the number of file system
changes to keep in system memory, the number of changes to trigger automatic report
generation and E-Mail notification actions and a user-defined list of actions to execute when
the specified number of changes detected.

&, Monitor Systemn Disk ? ot
ﬁi . Muonitor File Name Changes
[ ) e Menitor File Size Changes
i Monitor File Modifications
E Options : : :
Menitor File Access Time Changes
E R, Menitor File Creation Time Changes
Menitor File Security Changes

Menitor File Attributes Changes
L Manitor Directory Name Changes

Begin Monitoring on Computer Startup H Save Cancel

In order to configure which types of disk changes to monitor, open the disk change monitoring
command dialog and select the 'Options' tab. By default, DiskPulse monitors all types of file
system changes, but in some situations, the user may need to focus on very specific types of
changes. For example, in order to monitor file delete operations only, unselect created files,
modified files and renamed files change notifications.

12
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8 Searching File System Changes

DiskPulse allows one to search file system changes by the file name, category, modification
date, file owner, file size, etc. in all disk change monitoring reports stored in an SQL database.
In order to search file system changes in the DiskPulse Server reports database, open the
database dialog and press the 'Search' button. In order to search file system changes in the
reports database, press the 'Search' button located on the main toolbar.

&, Search Changes ? X
|2:] Search Changes In All Hosts « || |2:] search All Types of Changes -
3! File Name + | Contains - e

£ search | Match AlRules » | Cancel

The host selector, located in the top-left corner of the search dialog, provides the ability to
search changes in disk change monitoring reports submitted from all hosts or to select a
specific host name to search for. The change type selector, located in the top-right corner of
the search dialog, allows one to search for all types of file system changes or to select a
specific change type such as: created files, modified files, renamed files or deleted files.

&, Search Changes ? X

|1:] Search Changes In All Hosts w | | [2:] Search all Types of Changes -

2:| Search All Types of Changes

(©) Search Created Files and Directories
@ Search Modified Files and Directories
&) Search Renamed Files and Directories
& Search Deleted Files and Directories

% File Name ~ || Contains -

B Modification Date  « || In Range -

£, Search Match All Rules  » Cancel

DiskPulse is capable of searching file system changes by one or more search rules which may
be configured to find changes by the file hame, extension, location, category, file size, file
owner and modification date. Also, advanced users are provided with the ability to create
hierarchical search rules with logical operators allowing one to find very specific changes.

&, Search Changes ? X

|1:] Search Changes In All Hosts + || [2:] Search All Types of Changes -

¥ File Name w | | Contains ~ | |DiskPulse L]
1 File Name
[ Extension
Full Path (% Search | Match All Rules Cancel
L & Category
File Size
& User Name
‘Modification Date
File Name Length
= File Mame Depth
2:| Nested Rules

13
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For example, in order to search for all changed programs, executable files and DLL libraries,

select the 'Category' file search rule and press the '..." button to browse for available file
categories.
&, Select File Class or Class Group ? X
& Default File Classification Flugin -
Mame Type Classes &
Documents, Books and Help Files Class Group 106
Game Files Class Group 117
Images, Pictures and Graphic Files Class Group 122
Internet Files Class Group 107
Miscellaneous Files Class Group 484
Mevies, Clips and Yideo Files Class Group 60
Music and Audic Files Class Group 58
[ Programs, Extensions and Script Files Class Group 76
Temporary Files Class Group 14
Windows Files Clazs Group 83 "
Double-Click on a Group to See Additional Categories
4 GoUp Ck Cancel

On the 'Categories' dialog, select the 'Programs, Extensions and Script Files' file category and
press the 'Ok’ button. If required, add a date range rule to find changes that occurred during a
specific time interval or a location rule to find changes in a specific location such as the
Windows system directory, etc.

&, Search Changes ? *
11| Search Changes In All Hosts - | |2:] Search All Types of Changes -
W&y Category ~ | Related To - |Programs, Extensions and Script Files | eee | | SR
B¥] Modification Date  « | In Range - | 01-Aug-2018 =~ | To: | 06-Aug-2018  ~ | =
Full Path ~ | Beqins With - |C: Windows | =

£, Search | Match AllRules Cancel

Once finished adding search rules, press the 'Search' button and wait for the search operation
to complete. Search results are displayed in the standard disk change monitoring results
window allowing one to categorize and filter results, save HTML, text, Excel CSV or XML
reports and generate pie and/or bars charts.

14
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9 Monitoring Specific Types of Files

DiskPulse provides power users and IT administrators with the ability to monitor specific types
of files according to one or more user-specified file matching rules. For example, the user can
specify to monitor changes in program files and DLL libraries located in the Windows system
directory.

&M Monitor System Disk ? ot
Monitor Manitar Files Matching Criteria

— & Categorized As: Programs, Extensions and Script Files

:[5| options T File Path Begins With: C:AWINDOWS

E Events

FH Rules

e

ﬂ Exclude

E Advanced =

o7 Add :1:| Edit Delete Match All Rules -

Begin Monitaring on Computer Startup H Save Cancel

In order to add one or more file matching rules, open the disk monitoring command dialog,
select the 'Rules' tab and press the 'Add' button. On the 'Rules' dialog select an appropriate
rule type and specify all the required parameters. During the disk monitoring operation,
DiskPulse will monitor the input directories and apply the specified file matching rules to all
changed files. Files not matching the specified rules will be skipped and the disk monitoring
results view will contain user-selected files only.

= Monitoer System Disk 7 =
Monitor Menitor Files Matching Criteria
— & Categonized As: Archive, Backup and Disk Image Files
E Options & Categorized As: Documents, Books and Help Files

& Categorized As: Images, Pictures and Graphic Files

.M Rules
=
=
E Exclude
E Advanced =
0.0 Add 11z] Edit Delete Match Any Rules
Mahd1 All Rules
Begin Monitoring on Computer Startup Match Cne Only
Exdude Any Rules
Exclude All Rules -

Sometimes, it may be required to monitor a number of different types of files and skip all the
other disk changes. In this case, the user can add multiple file matching rules with each one
selecting a specific type of files and then set the rules logic to 'Match Any Rules'.
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Another option to specify which types of files to monitor is to use the file extension rule, which
provides the ability to select files by one or more file extensions. Press the 'Add' button on the
'Rules' tab, select the 'File Extension' rule type, set the rule operator to 'Equals' and enter up
to 6 file extensions per rule to match.

M Monitor System Disk ? x

Monitor Maniter Files Matching Criteria
— [ File Extension Equals: EXE DLL BAT VS JAR
E Options

.M Rules
=
=
E Exclude
\zl Advanced -
o7 Add :|:] Edit Delete Match Any Rules -
Begin Monitoring on Computer Startup H Save Cancel

In addition, the user is provided with the ability to exclude files from the monitoring operation
using one or more file matching rules. For example, in order to exclude temporary and backup
files by the file extension, add the file extension rule, set the rule operator to 'Equals’, set the
list of file extensions to 'TMP TEMP BAK' and then set the rules logic to 'Exclude Any Rules'.

# Advanced File Search Criteria ? *

Select Advanced File Search Criteria

Search Files With the Directory Name

Search Files With the File Name Cnly

Search Files With the User Mame

Search Files With the User Domain

Search Files With the Group Mame

Search Files With the Group Domain

Search Files Created

Search Files Last Modified

Search Files Last Accessed ]

GeaEEEE DD

User Mame Equals » | |John

Ok Cancel

In multi-user environments, DiskPulse provides the ability to monitor files by the user name,
user group or domain name. For example, in order to monitor files owned by a specific user,
open the disk change monitor command options dialog, select the 'Rules' tab, select the
'Search Files With User Name' and enter the user name to search for.

16
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In addition to the positive file matching rules, DiskPulse provides negative file matching rules
allowing one to exclude files matching the specified criteria. For example, in order to exclude
all files owned by any member of the 'Administrators' user group, open the disk change
monitor command options dialog, select the 'Rules' tab, select the 'Search Files With Group
Name', set the rule operator to 'Not Equal' and enter the 'Administrators' group name.

¥ Advanced File Search Criteria ? s

Select Advanced File Search Criteria

-1 Search Files With the Directory Mame

Search Files With the File Name Only

© Search Files With the User Marme

% Search Files With the User Domain

Search Files With the Group Name

% Search Files With the Group Demain

) Search Files Created

) Search Files Last Modified

&) Search Files Last Accessed W

FEEE

Group Name Mot Equal - |Administrah3rs

Equals

Ok Cancel

Contains
Mot Contain
Begins With
Mot Begin
Ends With
Mot End Width

One of the most powerful features of the DiskPulse file matching rules is the ability to combine
multiple types of rules allowing one to precisely select which files should be monitored and
which files should be excluded from the disk change monitoring process. For example, the
user can configure a disk change monitoring command to monitor all types of programs or
executable files, which were created by any regular user, but not by Administrators.

10 Monitoring Multiple Directories

DiskPulse is capable of monitoring multiple disks or directories. In order to monitor multiple
directories, press the 'Manage Profile' button, which is located on the right side of the profile
selector combo box and specify all the disks or directories that should be monitored.

& Monitor Al Disks ? w
EL Monitor Meonitor Disks or Directories
e & o
E Options AN -;ﬂ;
B T
E Events £ oA Add
B ZA

Eegin Monitoring on Computer Startup H Save Cancel

All the specified disks and/or directories, including all subdirectories, will be monitored
simultaneously and all file system changes will be reported in a single, interleaved view. Users
requiring separate change lists for multiple disks or directories may start multiple instances of
the DiskPulse GUI application and select a different monitoring profile in each of them.
Another option is to start the monitoring operation is using the standard the Windows Explorer
application. Open Windows Explorer, select one or more disks or directories to monitor, press
the right mouse button and select the ‘DiskPulse — Monitor Changes’ menu item.
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11 Excluding Directories from the Monitoring Process

DiskPulse provides the ability to exclude one or more directories from the disk change
monitoring process. In order to configure exclude directories for a disk change monitoring
operation, open the monitoring profile dialog, select the 'Exclude' tab and add one or more
directories to exclude.

& Monitor All Disks ? >
ﬁ Monitor Exclude Directories
S CAWindows\winsks
5| options £ SCONTAINS Snapshots &
E Events bl

Del

Begin Monitoring on Computer Startup ] save Cancel

In the simplest case, just add a full directory path to exclude from the disk change monitoring
process. In addition, advanced users are provided with a number of exclude directories macro
commands allowing one to exclude multiple directories using a single macro command.

DiskPulse provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all changes detected in
directories beginning with the specified text string.

e $CONTAINS <Text String> - this macro command excludes all changes detected in
directories containing the specified text string.

« $ENDS <Text String> - this macro command excludes all changes detected in
directories ending with the specified text string.

« $REGEX <Regular Expression> - this macro command excludes all changes
detected in directories matching the specified regular expression.

« $DIRLIST <File Name> - this macro command allows one to exclude directories
listed in a user-specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all
changes detected in directories with 'Temporary Files' at any place in the full directory path
and the exclude macro command '$REGEX \.(TMP|TEMP)$' will exclude changes detected in
directories ending with "."TMP' or "."TEMP'.
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12 Sending E-Mail Notifications

Sometimes, it may be required to send E-Mail notifications about changes in critical system
directories or files. In order to enable E-Mail notifications for a disk change monitoring
command, open the monitoring command dialog, select the 'Advanced' tab, enable disk
change monitoring actions and specify the number of file system changes that should trigger
the specified notifications actions.

= Monitor System Disk ? X
Monitor Default Report Title |Disk Change Monitoring Report |
==
Options Keep In System Memory Last 2000 Changes =
Events =

Execute Selected Actions Every | 1000 Changes = | =]
. 4
" Rules =
< oadd ||
. 4% Play Notification Sound
Advanced - r— -
[-1  Send E-Mail Notification * [=  With HTML Report
B4  Save Monitoring Report 4 With Text Report
Always Show Profile Dial @ Save Report to SOL Database m  With PDF Report I%
B Save Changes to SOL Table With Excel Report
With XML Report
Send Error to System Event L
end Error to System Event Log With CSV Report

Send Warning to System Event Log
Send Message to System Event Log

&, Send Report to DiskPulse Server

Execute Custom Command

Now, press the 'Add' button and add an E-Mail notification. Every time the specified nhumber of
file system changes will be detected, DiskPulse will send an e-mail notification containing a list
of detected file system changes to the specified e-mail address. After each e-mail notification,
DiskPulse will clear the change list and restart the disk monitoring operation. In order to send
multiple notifications to different E-Mail addresses, just add a number of notification actions
with each one configured to send notifications to a different destination E-Mail address.

&=, Disk Change Menitering Action 4 X

Send E-Mail Notification

E-Mail Address: | diskpulse @company. com |
E-Mail Subject: | DiskPulse E-Mail Notification |
E-Mail Format: [ Send HTML Notification -

[=] send HTML Notification
Send Text Notification

Include Disk Monitorin
Include Disk Monitarin "
Include List of Detected= = n DF .|:lort
Include Command May — == .xce il
Send XML Report

[ Include Host Name in
[J Include User Name in & Send CstREpDrt

Ok Cancel

Finally, open the 'Options' dialog, select the 'E-Mail' tab, enable E-Mail notifications and specify
an SMTP server and a valid e-mail account to sent notifications through. Once finished
configuring the SMTP server, press the 'Verify E-Mail' button to verify the specified server host
name and E-Mail account.
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13 Generating Reports and Executing Custom Actions

DiskPulse Server provides IT professionals and system administrators with the ability to
automatically generate reports, send messages to the system event log, save reports to an
SQL database and/or execute custom commands, scripts and/or batch files when a disk
monitoring operation detects a user-specified number of file system changes.

= Monitor System Disk ? X
. Monitor Default Report Title |Disk Change Monitoring Report |
=)

E Options Keep In System Memory Last 2000 Changes =
E Events =
— Execute Selected Actions Every |4DD Changes = | =]
_r”?’? Rules =
— o Add | |
——
E Exclude 48  Play Netification Sound
(EMEmERE £ Send E-Mail Notification s
[ Save Monitoring Report * 5 T HTMLFile
Always Show Profile Dial B SaveReport to SOL Database To PDF File
f# Save Changesto SQL Table @ viEelEs l% r
To Text File
=1 Send Error to System Event Log T CSV File
Send Warning to Systermn Event Log B XML File

Send Message to System Event Log

™ Send Report to DiskPulse Server

Execute Custom Command

In order to configure one or more notification or report generation actions, open the disk
change monitoring command dialog, select the 'Advanced' tab, enable disk monitoring actions,
specify the number of changes that should trigger disk monitoring actions and add one or
more actions configured to perform required operations.

& Monitor All Disks ? x
Monitar Default Report Title |Disk Change Monitoring Report |
==
E Options Keep In System Memory Last 2000 Changes =
E Events =
— Execute Selected Actions Every | 1000 Changes = | =]
r"‘;lj Rules - p— -

i &5 Add Send HTML Metification To - diskpulse@yourcempany..
E= Exclud - Save PDF Report To - 0:\Reports

E it 7] Edit Save Report To SCL Database
I

Advanced e

Begin Monitoring on Computer Startup H Save Cancel

Every time the specified number of file system changes will be detected, DiskPulse will
perform the specified operations. In order to allow a custom command to access the latest list
of file system changes, add an automatic report generation action and specify a pre-defined
report file name, which will be used by the subsequent command action to access the change
list. After finishing execution of the specified disk monitoring actions, DiskPulse will clear the
change list and restart the disk monitoring operation.
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14 Disk Change Monitoring Reports

DiskPulse Server allows one to save disk change monitoring reports into a number of standard
formats including HTML, PDF, Excel, JSON, XML, text and CSV. In the simplest case, perform a
disk change monitoring operation and press the 'Save' button located on the main toolbar. On
the save report dialog, select an appropriate report format, enter a report file name and press
the 'Save' button.

, Save Disk Change Monitor Report ? *

Format: HTML Report -

File Name: |\Disk Change Monitor Report 17-Sep-2018 131034, html

: {| Advanced Options ... Y save Cancel

For the HTML, PDF, Excel, text, CSV, JSON and XML report formats, the user is provided with
the ability to save a short summary report or a longer detailed report, which may be very long
for large reports containing many thousands of changes. Short, summary disk change
monitoring reports include a table showing the last 20 file system changes and a list of tables
showing the number of file system changes and the total disk space per file extension, file
type, top-level directory, user name, etc. By default, DiskPulse saves full disk change
monitoring reports in the HTML format.

Disk Change Monitoring Report X + ~ - o X
C @ & [ filey//Di/reports/Disk Pulse Ultimate Monitoring Report 13-Jan-2026 154319.htm| Rl 2y =
Generated By: Disk Pulse Ultimate v17.6.32 13-Jan-2026 15:43:20

Disk Change Monitoring Report

Date 2026/01/13

Time 15:42:33

Command Name Monitor System Disk
Host Name W10LTS32

User Name alex-s

Total Changes 1712

Current Changes 1712

Excluded Files 0

Change Rate 476 CH/Min

Process Time 3 Mins, 35 Secs

Number of Changes Per Change Type

Change Type File Count Percent
Modified Files 1,188 Files 69.39 %
Renamed Files 204 Files 11.92 %
Created Files 178 Files 10.40 %
Deleted Files 142 Files 8.29 %

Changed Disk Space Per Change Type

Change Type Disk Space Percent
Modified Files 421.40 MB 97.15 %
Created Files 6.66 MB 1.53 %
Renamed Files 5.73 MB 1.32 %
Deleted Files 0 Bytes 0.00 %

Number of Changes Per File Extension

File Extension File Count Percent
NOEXT Files 874 Files 51.05 %
TMP Files 285 Files 16.65 %
BIN Files 87 Files 5.08 %
DLL Files 72 Files 4.21 %

In addition, DiskPulse Server provides the ability to save disk change monitoring reports to the
DiskPulse native report format, which preserves all information related to each specific disk
change monitoring operation and may be loaded at any time by using the DiskPulse main GUI
application.
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Sometimes, it may be required to perform additional analysis of disk change monitoring
results using external tools such as Microsoft Excel. In order to export disk change monitoring
results to the Excel report format, perform a disk change monitoring operation, press the
'Save' button located on the main toolbar, select the 'Excel Summary' report format for a short
summary report or the 'Excel Report' format for a detailed disk change monitoring report.

|2] Advan)

™, Save Disk Change Monitor Report 7 *

Format: ] Excel Summary -
HTML Repart

File Name: E P

@ HTML Summary
PDF Report
PDF Summary
| Excel Report
BE Excel Summary
Text Report k
Text Summary
C5V Report
CSY Summary
XML Report
XML Summary
“% FLR Report
EH sQL Database

A summary Excel report will include a list of the last 20 file system changes and a number of
tables showing the number of file system changes and the total disk space per file extension,
file category, top-level directory name, user name, etc.

N

Home

Disk Change Monitor Report 17-5ep-2018 131128 - Microsoft Excel Viewer

SEQ BDh= LR B

54
55
56
57
58
59
60
61
62

Open Quick Print Copy Find Go Page Print Switch
Print  Preview To Setup Area~ | Windows ™
Office Document Edit Page Setup Window
A B C

Number of Changes Per File Extension

-

= NOEXT Files
B DLLFiles
¥ FLX Files
B TMP Files

B TXTFiles

63
64 ® LNK Files
g INI Files
66
DB-WALFiles
67
62 PFFiles
69 Other
70
7L
72 Total Disk Space Per File Extension
73
74 File Extension Disk Space Percent
75 DLL Files 48,396,384 84.27
76 EXE Files 6,393,856 11.13
77 BMP Files 515,262 0.50
78 INDEX Files 461,675 0.80
79 TXT Files 425,590 0.74
80 ~TMP Files 387,490 0.67
81 DB Files 359,376 0.63
82 LOG1 Files 327,680 0.57
83 SQLITE-SHM Files 65,536 0.11
34 Other 97,740 0.17
WAk H v o | m
Ready [EEERTREE==0

A detailed Excel report will include a list of file categories according to the currently selected
file categorization mode and a full list of detected file system changes, which may be very long
for large reports containing many thousands of changes. In order to control how many file
system changes are exported in the detailed report, press the 'Advanced Options' button
located on the 'Save Report' dialog and customize the disk monitoring report for your specific

needs.
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In addition to the graphical report formats, the user is provided with the ability to export the
disk change monitoring reports to a number of structured file formats such as CSV, JSON and
XML allowing one to analyze the disk change monitoring results using external analysis tools.

“0s_name" :

“user_name":

"generator": "Disk Pulse Server vi7.2.26",
"date": "2025/09/01",

“time": "13
"command_name" : "Monitor System Disk",
"host_name": "WIN1ONB32",

:02:16",

“Windows 1@ 22H2 32-Bit",
“SYSTEM",

"total_changes”:
"current_changes":
"excluded_files":

"3538",
"3538",
“e",

“change_rate"

“201 CH/Min*®,

"process_time":

“17 Mins, 33 Secs”

“changes": |

{} JSON Viewer - Explore and Viev X aF e = (| x
= C @ 8 O B www.online-json.com/json-viewer B % i] =
jBa reE[1ELE) | = = 4 © 5

{
“summary*: |
“title": "Disk Change Monitoring Report",

“date": "01-5ep-2025",

“time": "12:44:41",

“name”: "C:\\Windows\\WindowsUpdate.log",

“type*: “"Modified",

"size": "276",

"owner": "SYSTEM",

"attributes®: "32"

"date": "@1-5ep-2025",

“time": "12:44:41%,

“name”: "C:\\Windows\\System32\\config\\SOFTWARE"
“type*: "Modified",

"size": "51904512", ]
“owner": “Administrators®,

"attributes”: "32"

One of the most powerful capabilities of DiskPulse Server and DiskPulse Enterprise product
versions is the ability to export disk change monitoring results to Al-friendly file formats
allowing one to easily import disk change monitoring reports to various Al platforms, perform
advanced analysis operations and generate user-custom charts.

@ Disk change rate comparison X+ v e o X
<« C @ & 08 =8 /68054 8321-9225-91 w A =
Accumulated Disk Changes During First 15 Minutes Of Boot 5 2L R

dh Aceumulated Disk Ch...

3500

Accumulated Disk Changes During First 15 Minutes of Boot

—e— Windows 7 32-Bit

—e— Windows 8.1 32-Bit

—e— Windows 10 LTSC 32-Bit
Windows 10 22H2 32-Bit

3000

2500
2000

1500

1000 —

Accumulated Number of Disk Changes

500

4 5 6 7 8 9 10
Minute from Boot Start

11

14

Here's the corrected line timeline chart with consistent
colors between the chart and the OS labels:

« Blue — Windows 7 32-Bit

« Green — Windows 8.1 32-Bit O

« Red — Windows 10 LTSC 32-Bit O

+ Orange — Windows 10 22H2 32-Bit O
Now the line colors match the description for easier
interpretation. Would you like me to also overlay total
final values at minute 15 directly on the chart for quick

comparison? «»

Sources

6@

+ ask anything g

For example, in order to generate a timeline chart showing the accumulated number of disk
changes per minute using the ChatGPT AI platform, export one or more disk change
monitoring reports to the JSON file format, import the JSON report files to the ChatGPT Al
platform and ask ChatGPT to display a timeline chart showing a timeline chart according to the
uploaded JSON report files.
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15 Graphical PDF Reports

One of the most useful ways to export disk change monitoring results is to use the PDF
summary or the PDF report formats. Both of these report formats include various types of
graphical pie charts showing the number of file system changes and the total disk space per
file extension, file category, top-level directory name, user name, etc. In order to save disk
change monitoring results to a PDF report file, press the 'Save' button located on the main
toolbar and select the 'PDF Summary' report format for a short, summary report or the 'PDF
Report' format for a detailed disk change monitoring report.

™, Save Disk Change Monitor Report ? *

Format: PDF Summary -
[= HTML Report

File Name:

@ HTML Summary
PDF Repart
[2[z] Advan Excel Report
Excel Summary
Text Report
Text Summary
€SV Report
CSV Summary
XML Report
XML Summary
“% FLR Report
EH sqL Database

A summary PDF report will include a list of the last 20 file system changes followed by a
number of pie charts showing the number of file system changes and the total disk space per
file extension, file category, top-level directory name, user name, etc. A detailed PDF report
will include a full list of detected file system changes, which may be very long for large reports
containing many thousands of file system changes.

"L Disk Change Monitor Report 17-5ep-2018 131140.pdf - Adobe Acrobat Reader DC — [m] X
File Edit View Window Help

Home Tools Disk Change Monit... * @ signin

®BRERQ OO 2/ M MOG = - RBRBEET O L

Disk Change Momitoring Report 17-sep-2018

Changes Per File Extension

[ noEXT Files 139 Files 36.58 %
Mo Files 47 Files 12.37 %
M Fix Files 35 Files 9.21 %
WP Files 17 Files 147 %
B < Files 16 Files 421 %
W ek Files 15 Files 3.95 %
W 1 Files 14 Files 3.68 %
W er Files 13 Files 3.42 %

DB-WAL Files 13 Files 242 %

[0 others (22) 71 Files 18.68 %

Changes Per File Owner

[l Administrators 159 Files 41.84 X
[l unknown 96 Files 25.26 %
M alex-s 72 Files 18.95 %
W svsTen 31 Files 8.16 %

[ TrustedInstaller 22 Files 5.79 %

In addition to the full list of detected changes, detailed PDF reports include pie charts showing
the number of file system changes and the total disk space per file category according to the
currently selected file categorization mode. For example, if the second-level file categories
mode is set to categorize changes by the file extension, the PDF report will display pie charts
showing the number of changes per file extension.
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16 Saving Reports to the DiskPulse Reports Database

DiskPulse Server includes a built-in reports database allowing one to keep a history of disk
change monitoring reports, search changes in the reports database and generate summary
disk change monitoring reports. In order to open the DiskPulse Server reports database, press
the 'Reports' button located on the main toolbar.

., Disk Change Monitoring Reports O X
¢ Command Name w | | Contains - | EARIX]
Date Time Command Name Host Name  Input Dirs Changes Report Title
M 2018/09/20 14:32:33  Monitor Data Disk Windows10... D\ 500 Changes, 1.71 GB Disk Change Maonitoring Report
= 2018/09/20 14:32:28  Monitor Data Disk Windows10... D\ 300 Changes, 473.76 MB  Disk Change Manitoring Report
= 2018/09/20 14:32:26  Monitor Data Disk Windows10... D\ 500 Changes, 258.62 MB  Disk Change Menitoring Report
M 2018/09/20 14:32:25  Monitor Data Disk Windows10... DN\ 500 Changes, 1.06 GB Disk Change Maonitoring Report
= 2018/09/20 14:32:21  Monitor Data Disk Windows10... D\ 500 Changes, 142.68 MB  Disk Change Monitoring Report
& 2018/08/06 14:38:52  Monitor System Disk Windows10... C\ 200 Changes, 67.88 MB  Disk Change Manitoring Report
B 2018/08/06 14:36:40  Monitor System Disk Windows10... C\ 200 Changes, 1205 MB  Disk Change Monitoring Report
M 2018/08/06 14:38:30  Monitor System Disk Windows10... C\ 200 Changes, 459 MB Disk Change Monitoring Report
M 2018/08/06 14:36:28  Monitor System Disk Windows10... C\ 200 Changes, 6,85 MB Disk Change Monitoring Report
B 2018/08/06 14:38:25  Monitor System Disk Windows10... C\ 200 Changes, 11.61MB  Disk Change Monitoring Report
M 2018/08/06 14:38:22  Monitor System Disk Windows10... C\ 200 Changes, 6,10 MB Disk Change Monitoring Report
M 2018/08/06  14:33:27  Monitor System Disk Windows10... C\ 200 Changes, 21,34 MB  Disk Change Manitoring Report
M 2016/04/06 19:08:09  Monitor System Disk Windows10... C\ 200 Changes, 734.65 MB  Disk Change Monitoring Report
M 2016/04/06  1%:04:34  Monitor System Disk Windows10... C\ 200 Changes, 4339 KB Disk Change Monitoring Report
a Charts ||| Save Summary £, search ':::- Import H Export [x] Delete Reports: 103 Displayed: 103 Close

The DiskPulse reports dialog shows previously saved disk change monitoring reports and
allows one to open reports, search specific file system changes in one or more disk change
monitoring reports, save summary reports, export and import reports, delete reports, etc. In
addition, the reports dialog provides the ability to filter reports by the disk change monitoring
command name, monitored directories, report title and server host name.

2 Monitor All Disks ? >
Manitor Default Report Title |Disk Change Monitaring Report |
\I.—_'J
E Options Keep In System Memory Last 2000 Changes =
E Events =

Execute Selected Actions Every | 1000 Changes = ||:=]
=l
l."-_;ii,’ Rules = -
L) oh Add Save Report To DiskPulse Database
= :
m Exclude -
:1f] Edit
A
Advanced ——
Begin Monitoring on Computer Startup ] save Cancel

In order to automatically save disk change monitoring reports to the reports database, open
the disk change monitoring command dialog, select the 'Advanced' tab, enable automated disk
change monitoring actions and add an action to save a report to the DiskPulse reports
database after every X changes. In addition, the user is provided with the ability to save disk
change monitoring reports based on the disk change rate or after a user-specified period of
time. In order to configure advanced disk change monitor actions trigger options, press the
'Actions Trigger Options' button.
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17 Displaying Statistical Charts for Series of Reports

Disk change monitoring reports saved in the reports database may be searched, analyzed and
exported to a number of standard formats such as HTML, PDF, Excel, text, JSON, CSV and
XML. In addition, the user is provided with the ability to analyze series of disk change
monitoring reports and display pie charts or bars chars showing the number of changes per
file extension, change type, user name or file category.

M, Disk Change Monitoring Reports [m} *
< Command Name ~ | |Contains - | =3
Date Time Command MName Host Mame  Input Dirs Changes Report Title G
M 2019/03/17  14:51:21  Monitor System Disk Windows10... CM\ 500 Changes, 13.95MB  Disk Change Monitoring Report
M 2019/03/17 14:51:06  Monitor System Disk Windows10... CM\ 500 Changes, 9.34 MB Disk Change Monitoring Report
M 2019/03/17  1450:43  Monitor System Disk Windows10... CM\ 500 Changes, 27.72 MB  Disk Change Monitoring Report
M 2019/03/17  14:4%:59  Monitor System Disk Windows10... CM\ . T 777 Thange Monitoring Report
= 2018/09/20 15:03:15  Monitor Data Disk Windows10., D | [ OpenReport.. ange Monitoring Report
B 2018/09/20  13:03:14  Monitor Data Disk Windows10... DM\ - snooblooitorinaRoaor
= 2018/09/20 150313  Monitor Data Disk Windows10... D\ 4l Show Charts ¥ |::] Changes Per File Extension ... I%
M 2018/09/20 150313 Monitor Data Disk Windows10... DM\ 3 5
L i ave Summary Report To 4 % Ch Per Ch Type ...
& 2018/09/20 14:32:33  Monitor Data Disk Windows10.. DA O D
B 080920 143228 Mon?tor Data D?sk W?ndowsw... D Search Changes ... & Changes Per Change Hour ...
B 2018/09/20 14:32:26  Monitor Data Disk Windows10... DM\ & Changes Per User Name
& 2018/09/20 1432:25  Monitor Data Disk Windows10... DA\ ;5 Merge Reports ... 5 <
M 2018/09/20 14:3221  Monitor Data Disk Windows10.. DN\ . %  Changes Per File Type ...
M 2018/08/06  14:3%52  Monitor System Disk Windows10.., C\ L" I rt Reports ... .
PRI RIS Changes Per Attribute ...
Export Reports ... .
&l Charts [j*] Save Summary £, Search oo Import | | [ Export Ehangslgioplliee
5 Refresh Vi
ot resh view il View Change Rate ...
(x| Delete |

For example, in order to display a pie chart showing the number of changes per file extension
in a number of disk change monitoring reports, open the 'Reports' dialog, select all the
required disk change monitoring reports, press the right mouse button and select the 'Show
Charts - Changes Per File Extension' menu item.

., Number of Changes Per Extension

Number of Changed Files Per Extension

[ 273 - 47.98% - NOEXT Files
] 144 - 25.25% - IPGFiles

249Flles - 4.37% - MANIFEST Files
177Files - 3.11% - DB Files
164Files - 2.889% - MUMFiles

163Files - 2.86% - CATFiles

79 Files - L39% - SQLITE Files
31 Files - 0.54% - SBSTORE Files
30 Files - 0.53% - VDMFiles

633Flles - 11.11% - Other (201)

Date: 20-Sep-2015 | Time: 14:38:46 | Host: Windows 10-64 | Title: Number of Changes Per Extension

[ save

£ Print | |3 Co

Dy Options

Number of Changes Per Extension -

Pie Chart = Close

DiskPulse Server will analyze all the selected disk change monitoring reports and display a
consolidated pie chart showing the number of file system changes per file extension. The
charts dialog allows one to copy the chart image to the clipboard, print the chart image and
edit various chart options. In the same way, the user can display pie charts or bars charts
showing the number of changes per file category, user name and change type.
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Another option is to display timeline charts showing the number of disk changes and the
amount of changed disk space per change hour. For example, open the reports dialog, select a
number of disk change monitoring reports, press the right mouse button and select the 'Show
Charts - Changes Per Change Hour' menu item.

M, Disk Change Monitoring Reports [m} *
<. Command Name ~ | |Contains - | EQRI¥]
Date Time Command Name Host Mame  Input Dirs Changes Report Title 03
M 2019/03/17  14:51:21  Monitor System Disk Windows10... CM 500 Changes, 13.95MB  Disk Change Monitoring Report
M 2019/03/17 14:51:06 Monitor System Disk Windows10... CM 500 Changes, 9.34 MB Disk Change Monitoring Report
M 2019/03/17  14:50:49  Monitor System Disk Windows10... CM 500 Changes, 27.72MB  Disk Change Monitoring Report
M2019/03/17  14:4%:59  Monitor System Disk Windows10... CM T 7T 777 Thange Monitoring Report
= 2018/09/20 15:03:15  Monitor Data Disk Windows10., D | [ OpenReport.. ange Monitoring Report
M 2018/09/20 13:03:14  Monitor Data Disk Windows10... D g A S Sl BB
& 2018/09/20 150313 Monitor Data Disk Windows10.. D\ | @l Show Charts * [l Changes Per File Extension ...
M 2018/08/20 150313 Monitor Data Disk Windows10... D 2 Save Summary Report To r | o
= 2013/09/20 143233 Monitor Data Disk Windows10.. DA ki S Ehmges EchangE P -
M 2018/08/20 14:3228  Monitor Data Disk Windows10... D £ Search Changes ... =) Changes Per Change Hour ...
M 2018/09/20 14:3226  Monitor Data Disk Windows10... D & Changes Per User Name I%
M= 2018/09/20 1432:25  Monitor Data Disk Windows10... D :5  Merge Reports ... . 3
M 2018/08/20 14:3221  Monitor Data Disk Windows10.. DN ) %  Changes Per File Type ...
M 2018/08/06  14:32:52  Monitor System Disk Windows10,., C\ G4 | rt Reports ... - .
IS Changes Per Attribute ...
Export Reports ... :
&l Charts [j*! Save Summary £, Search oo Import | | [ Export EhangeisgioplDies
Z5 Refresh Vi
- e il View Change Rate ...

x| Delete |

DiskPulse will scan the selected disk change monitoring reports and display a chart dialog
showing a 24-hours timeline showing the number of disk changes per hour. In order to display
the amount of changed disk space, set the chart mode combo box to 'Changed Disk Space Per
Change Hour'.

&, Number of Changes Per Change Hour O *

Number of Changed Files Per Change Hour

1127 {K)
10,14 {K)
2,02 (K)
7.83 (K)
.76 (K)
5.63(K)
4,51 (K)
3.38 (K)
2.25(K)
1.13 {K)

00 01 02 03 04 05 06 O7 03 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Date: 17-Mar-2019 | Time: 14:52:46 | Host: Windows10-64 | Title: Mumber of Changes Per Change Hour

H Save = Print Gﬁ Copy Options | | Mumber of Changes Per Change Hour - Cloze

In addition, the timeline chart dialog provides the ability to export the chart data to a number
of different formats, export the chart image to the BMP, JPEG and PNG image files and copy
the displayed chart image to the clipboard allowing one to easily integrate DiskPulse charts
into user's documents and presentations. In order to customize the chart's description, press
the 'Options' button and specify a custom chart title, host name, date or time.
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18 Saving Summary Disk Change Monitoring Reports

DiskPulse Server provides the ability to save a number of disk change monitoring reports to a
consolidated graphical PDF summary report including various types of pie charts and disk
change monitoring statistics. In order to save a summary report, press the 'Reports' dialog
located on the main toolbar, select one or more disk change monitoring reports, press the
right mouse button and select the 'Save Summary Report' menu item.

& Disk Change Monitoring Reports O X
[¢1 Command Name ~ | Contains - | W| ﬁ|
Date Time Command Name Host Name  Input Dirs Changes Report Title Lo
M, 2018/09/20 14:32:33  Monitor Data Dick Windows10... D\ 300 Changes, 1.71 GB Disk Change Monitoring Report
B 2018/09/20 14:32:28  Monitor Data Disk Windows10... D\ 500 Changes, 475.76 MB  Disk Change Monitoring Report
M, 2018/09/20 14:32:26  Monitor Data Dick Windows10... D\ 300 Changes, 238,62 MB  Disk Change Menitoring Report
& 2018/09/20 Monitor Data Disk Windows10.. D 500 Changes, 1.06 GE  Disk Change Monitoring Report
& 2018/09/20 Moniter Data Disk Windows10... D\ 300 Changes, 142,68 MB  Disk Change Menitoring Report
& 2018/08/06 Monitor System Disk 200 Changes, 67.88MB  Disk Change Menitoring Report
=, 2018/08/06 Monitor System Disk 200 Changes, 1205MB  Disk Change Monitering Report
A 2018/08/06 Monitar System Disk 200 Changes, 499 MB  Disk Change Monitoring Report

& 2018/08/06 Moniter System Disk Windows10... C\ 200 Changes, 6.85 MB Disk Change Monitoring Report
& 2018/08/06 Moniter System Disk Windows10.. G\ 200 Changes, 11.61MB  Disk Change Menitoring Report
2 2018/08/06 Moniter System Disk Windows10... C\ 200 Changes, 6.10 MB Disk Change Monitoring Repert
& 2018/08/06 Moniter System Disk Windows10.. G\ 200 Changes, 2134 MB  Disk Change Menitoring Report

B 2016/04/06
B 2016/04/06

& Charts % search | | Import | | Bxport | [ Defete | |Reparts: 103 Displayed: 103 Close
[ ToHTMLFomat..
To Excel Format ...

To PDF Format... |-

Monitor System Disk ~ Windows10... C:\ 200 Changes, 734.65 MB  Disk Change Monitoring Report
Monitor System Disk  Windows10... C:\ 200 Changes, 43.39KB  Disk Change Monitoring Report v

DiskPulse saves summary reports as graphical PDF reports including general information about
each disk change monitoring report, a pie chart showing the number of changes per file
extension, a pie chart showing the number of changes per file owner and a pie chart showing
the number of changes per change type.

" DiskPulse Summary Report 20-Sep-2018 144749.pdf - Adobe Acrobat Reader DC = a x
File Edit View Window Help
Home Tools DiskPulse Summary... % @ Sign In
SBRQA OOt A M O@ = -
~
Monitor System Disk - Disk Change Monitoring Report
Property Value
Date 2018/08/06
Time 14:38:52
Hast Name Windows10-64
Total Changes 200
Current Changes 200
Excluded Files o
Change Rate a1 cHMin
Process Time 2 Wins, 11 Secs
Change Count Per File Extension
[l MoEXT Files 75 Files 37.50 %
[l SOLITE Files 44 Files 22.00 %
W ™F Files 8 Files 4.00 %
[l pB-—vAL Files 7 Files 3.50 %
[ oL Files 7 Files 3.50 %
LKK Files € Files 2.00 %
> J <
[l AUTOMATICDESTINATIONS-MS Files 5 Files 2.50 %
[ others (21) 48 Files 24.00 %
Change Count Per File Category
Ml Miscellaneous Files 68 Files 34.00 %
M unknoan Files €5 Files 32.50 %
M temporary Files 34 Files 17.00 %
B windons Files 14 Files 7.00 %
[l Programs, Extensions and Script Files 13 Files 6.50 %
[l tmages, Pictures and Graphic Files 3 Files 1.50 %
[ pevelopment Files 2 Files 1.00 %
[0 Documents, Books and Help Files 1 Files 0.50 %
v

In addition, DiskPulse Enterprise provides the ability to collect disk change monitoring reports
from multiple production servers to a centralized reports database and then generate
summary reports containing information about all monitored servers.
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19 Exporting Changes to an SQL Database

DiskPulse Server provides the ability to export detected file system changes to an SQL
database via the ODBC database interface. In order to be able to export file system changes
to an SQL database, the user need to configure the ODBC database interface on the main
options dialog.

& Disk Pulse Server Options ? it
Enable ODBC Interface - Verify ... Clear
QDBC Data Source: |SQL Server |
User Name: | USErname |
Password: TTITITT) |
]
[ save Cancel

In order to configure the ODBC interface, open the main options dialog, select the 'Database’
tab, enable the ODBC database interface, enter the ODBC data source name, the ODBC user
name and password to use to connect to the SQL database and then press the 'Verify' button
to check the specified ODBC interface.

=, Disk Pulse Ultimate - Moniter System Disk — [m] *
File Command Tools Help
— — [] = [
E ouupBané @ B 6
Monitor Continue Pause Stop Reset Save Database  Charts Rate Layouts  Options Help
Profiles q Date Time Operation Size Owner Name ®
M Default Profile 17-5ep-2018  11:35:39 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Ulti...
B Monitor System Disk 17-5ep-2018  11:35:39 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Ulti...
& Monitor Backup Disk 17-Sep-2018  11:33:39 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ulti...
M Monitor Data Disk 17-5ep-2018  11:35:39 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Ulti...
@ 17-5ep-2018  11:35:38 Deleted 0 Bytes — C:\Program Files\DiskBoss Ulti...
17-5ep-2018  11:35:39 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ulti...
@ 17-5ep-2018  11:35:39 Renamed 0 Bytes — C:\Program Files\DiskBoss Ulti...
@ 17-5ep-2018  11:35:38 =\Program Files\DiskBoss Ulti...
) 17-5ep-2018  11:35:39 SUUpe =Rl \Program Files\DiskBaoss Ulti...
. @ 17-5ep-2018  11:35:39 Open Location in Explorer ... \Program Files\DiskBoss UHi...
Piecns “1|/@ 17-sep-2018 113539 L F A\Prograrn Files\DiskBoss Uli...
S & 17-5ep-2018  11:3%39 2 Export Changes To SOL Database \Program Files\DiskBoss Ulti...
@ 17-5ep-2018  11:35:39 § % *\Program Files\DiskBoss Ulti...
@ 17-5ep-2018 11:35:39 Sy Ak A\Prograrn Files\DiskBoss Uli...
© 17-Sep-2018  11:35:39 ) \Program Files\DiskBoss Ulti...
© 17Sep-2018  11:35:39 ESEC e an eyt \Program Files\DiskBass Uti...
@ 17-5ep-2018  11:35:39 Exclude Changes By Extension ... “\Program Files\DiskBoss Ulti...
© 17-Sep-2018  11:35:39 MUsers\alex-s\AppData\Loca...
@ 17-5ep-2018  11:35:39 ::] Properties ... “\Users\alex-s\AppData\Loca...
@ 17-5ep-2018  11:35:39 . “\Users\alex-s\AppDatalLoca...
17-5ep-2018  11:35:39 Modified 1.04 KB Administrators  C:\Program Files\DiskBoss Ulti...
Status Value 17-Sep-2018  11:35:39 Modified 0 Bytes C:\ProgramData\Microsoft\Wi...
:=|] Total Changes 380 17-5ep-2018  11:35:39 Modified 0 Bytes o C:\ProgramData'\Microsoft\Wi.. ,
Changed Dirs 119
2 Changed Files 261 & Categorize By Change Type - | File Categories | | 100% |
8 ExdudedFiles 0 Modified Files 5419 MB 305 8026 %
[ Monitor Actions 0 © Created Files 398.40 KB 33 3,68 %
Menitor Errors - 0 @ Deleted Files D Bytes 2 584 %
W ChangeRate 655 CH/Min @ Renamed Files 191.42 KB 16 %21%
& Process Time 34.81 Sec
) Ready Changes: 380 Displayed: 380 Change Rate: 655 CH/Min

Once finished configuring the ODBC database interface, select one or more detected file
system changes, press the right mouse button, select the 'Export Changes to SQL Database'
menu item and enter the name of the SQL database table to export changes to. DiskPulse will
connect to the specified SQL database and export the selected file system changes to the
specified SQL database table.
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In order to import file system changes from an SQL database to Microsoft Excel, select the
menu 'Data - Import External Data - New Database Query' menu item, select the ODBC data
source to import the data from, select the SQL database table name that was specified during
the export operation, select SQL database table columns to be imported, optionally select the
data sorting mode and press the 'Finish' button.

@ Microsoft Excel - Bookl
iH] File Edit  View
HRN=N" BES

Inzert

Format

- | @ E i Avial

Data | Window Help

Tools

3} sort..

|
A1 - &

Filter

A | B [ ¢ |

D Subtotals...

i aaalalalalalalala

4 4 » W[ Sheetl / Sheet2 [
Ready

Sheet3 /

Validation...

Text te Columns...

i#| PivotTable and PivotChart Report...

| Import External Data

Import Data...

List
AML

New Web Query...

Mew Database Query...

<<

€

>

For each detected file system change, DiskPulse exports to the SQL database the following
columns of data: a unique change ID, the date and time of the change, the type of the change
(created, modified, renamed or deleted), the size of the file as recorded at the time of the
change, the user name of the file owner and the full file or directory name.

8] Microsoft Excel - Book1 - [m} *
E_] File Edit View |Insert Format Tools Data Window Help Type a question for help - 8 X
NEHSD e @A 10 -|B 7 U|=E= % 3 G A-H
H1 - 3
Al B | C | b | E | F =
| 1 id dt ctype fsize owner name
| 2 | 117-Sep-2018 11:35:39 Modified 0 Bytes | Administrators | C:\Program Files\DiskBoss Ultimate\bin
| 3 | 2/17-Sep-2018 11:35:39 Renamed 0 Bytes |— C:\Program Files\DiskBoss Ultimate\bin\diskboss flx
| 4 | 3/17-Sep-2018 11:35:39 Renamed To 1.17 KB Administrators C:\Program Files\DiskBoss Ultimate\bin\diskboss_old flx
| 5 | 417-Sep-2018 11:35:39 Modified 0 Bytes | Administrators C:\Program Files\DiskBoss Ultimate\bin
| 6 | 517-Sep-2018 11:35:39 Modified 1.17 KB |Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss_old flx
| 7 | 6/17-Sep-2018 11:35:39 Created 0 Bytes |Administrators | C:\Program Files\DiskBoss Ultimate\bin\diskbossult flx
| 8 | 7/17-Sep-2018 11:35:39 Modified 0 Bytes | Administrators C:\Program Files\DiskBoss Ultimate\bin
| 9 | 817-Sep-2018 11:35:39 Modified 1.04 KB |Administrators C:\Program Files\DiskBoss Ultimate\bin\diskbossult flx
| 10| 9/17-Sep-2018 11:35:39 Renamed 0 Bytes |— C:\Program Files\DiskBoss Ultimate\bin\diskbossult.fix
| 11|10 17-Sep-2018 11:35:39 Renamed To 1.04 KB Administrators C:\Program Files\DiskBoss Ultimate\bin\diskboss flx
| 12 [ 1117-Sep-2018 11:35:39 Modified 0 Bytes | Administrators C:\Program Files\DiskBoss Ultimate\bin
| 13 [12/17-Sep-2018 11:35:39 Modified 1.04 KB |Administrators C:\Program Files\DiskBoss Ultimate\bin\diskboss flx
| 14 [13/17-Sep-2018 11:35:39 Created 0 Bytes | Administrators C:\Users\alex-s\AppData\Local\Tempinsp13AE.tmp\AccessControl.dll
| 15 |14 17-Sep-2018 11:35:39 Modified 0 Bytes | Administrators | C:\Users\alex-s\AppData\Local\Tempinsp13AE.tmp
| 16 |15 17-Sep-2018 11:35:39 Modified 10.50 KB |Administrators | C:\Users\alex-s\AppData\Local\Temp\nsp13AE tmp\AccessControl dll
| 17 |16 17-Sep-2018 11:35:39 Modified 1.04 KB |Administrators C:\Program Files\DiskBoss Ultimate\bin\diskboss flx
1 v
W 4 » W[\ Sheetl  Sheet2 / Sheet3 / | < > |
Ready
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20 Saving Reports to an SQL Database

DiskPulse allows one to save disk change monitoring reports in an SQL database. In order to
enable SQL database reports, open the main options dialog and select the 'Database' tab. On
the SQL database configuration tab enter the ODBC data source, user name and password to
use to save reports to the SQL database.

. Disk Pulse Server Options ? ®
General
b T
Iliﬁ Reports Enable ODBC Interface 7 Verify ... Clear
O
El Database
E3|
.. Server
==
[:I E-Mail ODEC Data Source: |SQL Server |
E Misc User Name: |username |
F';I) Password: | TTITTITIL] |
| Rules
— v

Y save Cancel

Now, open the disk monitoring command dialog, select the 'Advanced' tab, enable disk change
monitoring actions, press the 'Add Action' button and select the 'Save Report to SQL Database'
action type. During the disk change monitoring process, DiskPulse server will save every X
detected file system changes to the specified SQL database according to the configuration set
on the advanced monitoring options dialog.

& Monitor System Disk ? x
Monitor Default Report Title |Disk Change Monitoring Report |
=
E Options Keep In System Memory Last 2000 Changes =
Events =

Execute Selected Actions Every |4DIJ Changes = | =]
F-K«? Rules =
o o4 Add |
Exclude 48  Play Motification Sound
& Advanced £ Send E-Mail Notification 3
4 Save Monitoring Report 3
Always Show Profile Dial ﬁ Save Report to SOL Database I% D Start Cancel

Save Changes to S0OL Table

Send Error to System Event Log

f

Send Warning to System Event Log

=] Send Message to Systemn Event Log

Send Report to DiskPulse Server

B

Execute Custom Command
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With an enabled and properly configured SQL database, all reports saved in the SQL database
will be displayed on the database reports dialog. In order to open the database reports dialog,
press the 'Database' button located on the main toolbar. For each disk change monitoring
report, the reports page shows the report date and time, the name of the disk change
monitoring command generated the report and the number of file system changes saved in
each specific report.

. Disk Change Monitoring Reports [m} X
«] Command Name ~ | | Contains - | &
Date Time Command MName Host Mame  Input Dirs Changes Report Title (3
& 2018/09/20 143233 Monitor Data Disk Windows10... D\ 500 Changes, 1.71 GB Disk Change Monitoring Report
M 2018/09/20 1432:28  Monitor Data Disk Windows10... D\ 500 Changes, 475.76 MB  Disk Change Monitoring Report
M 2018/09/20 14:32:26  Monitor Data Disk Windows10... D:\ 500 Changes, 258.62 MB  Disk Change Monitoring Report
M 2018/09/20 14:32:25  Monitor Data Disk Windows10... D:\ 500 Changes, 1.06 GB Disk Change Monitoring Report
M 2018/09/20  14:32:21  Monitor Data Disk Windows10... D:\ 500 Changes, 142.68 MB  Disk Change Monitoring Report
M 2018/08/06  14:3%:52  Monitor System Disk Windows10... C\ 200 Changes, 67.88 MB  Disk Change Monitoring Report
M 2018/08/06 1436:40  Monitor Systemn Disk Windows10... C\ 200 Changes, 12.05MB  Disk Change Monitoring Report
M 2018/08/08 143830 Monitor Systemn Disk Windows10... C\ 200 Changes, 4.99 MB Disk Change Monitoring Report
M 2018/08/06 143628 Monitor Systemn Disk Windows10... C\ 200 Changes, 6.83 MB Disk Change Monitoring Report
M 2018/08/06 143623 Monitor Systemn Disk Windows10... C\ 200 Changes, 11.61 MB  Disk Change Monitoring Report
M 2018/08/068 14322  Monitor Systemn Disk Windows10... C\ 200 Changes, 6.10 MB Disk Change Monitoring Report
M 2018/08/06 143327  Monitor System Disk Windows10... C\ 200 Changes, 21.34 MB  Disk Change Monitoring Report
M 2016/04/06 19:02:09 Monitor System Disk Windows10... C\ 200 Changes, 73465 MB  Disk Change Monitoring Report
M 2016/04/06  19:04:34  Monitor System Disk Windows10... C\ 200 Changes, 4339 KB Disk Change Monitoring Report v
ﬂ Charts |*] Save Summary £, Search '1::- Import H Export | x| Delete Reports: 103 Displayed: 103 Close

In order to open a previously saved disk change monitoring report, just click on the report
item displayed on the database reports dialog. For each detected file system change, the disk
change monitoring results dialog shows the date and time of the change, the type of the
change operation (created, modified, deleted, etc.), the size of the file as recorded at the time
of the change, the owner of the changed file or directory and the name of the changed file or
directory.

M, Monitor System Disk [m} X
B & |8 Bl
= "I O L A
Monitor Resume Pause Stop Reset Charts Rate Save Export Submit

Date Time Operation Size Owner MName &
20-Sep-2018  14:20:26 Modified 0 Bytes Administrators C\Program Files\DiskBoss Server\sdk\lib\libdbsi.lib

@ 20-5ep-2018  14:20:26 Deleted 0 Bytes - C:\Program Files\DiskBoss Server\bin‘\diskboss_old.fkx
20-Sep-2018  14:20:26 Modified 0 Bytes Adrninistrators C\Program Files\DiskBoss Server\bin

© 20-5ep-2018  14:20:26 Renamed 0 Bytes - C\Program Files\DiskBoss Server\bin\diskboss.flx

© 20-5ep-2018  14:20:26 Renamed o 1.17KB Adrinistrators C:\Program Files\DiskBoss Server\bin‘\diskboss_old.fkx
20-Sep-2018  14:20:26 Modified 0 Bytes Administrators C:\Program Files\DiskBoss Server\bin
20-Sep-2018  14:20:26 Modified 117 KB Adrinistrators C:\Program Files\DiskBoss Server\bin‘\diskboss_old.fkx

@ 20-5ep-2018  14:20:26 Created 0 Bytes Adrinistrators C:\Program Files\DiskBoss Server\bin\diskbosssrv.flx
20-Sep-2018  14:20:26 Modified 0 Bytes Adrinistrators C\Program Files\DiskBoss Server\bin
20-Sep-2018  14:20:26 Modified 1.04 KB Adrninistrators C:\Program Files\DiskBoss Server\bin\diskbosssrv.flx

© 20-5ep-2018  14:20:26 Renamed 0 Bytes --- C:\Program Files\DiskBoss Server\bin'diskbosssrv.flx

© 20-5ep-2018  14:20:26 Renamed To  1.04 KB Adrinistrators C\Program Files\DiskBoss Server\bin\diskboss.flx
20-Sep-2018  14:20:26 Modified 0 Bytes Adrinistrators C\Program Files\DiskBoss Server\bin
20-Sep-2018  14:20:26 Modified 1.04 KB Adrninistrators C\Program Files\DiskBoss Server\bin‘\diskboss.flx v

+. Categorize By Change Type - | File Categories | 100%:
Meadified Files 70.87 MB 212 78.52 %

@ Created Files 173.29 KB 23 8.52 %

& Deleted Files 0 Bytes 13 7.04 %

&) Renamed Files 16.18 ME 16 5.93 %

© Completec Dirs: 70 Files: 200 Total: 270 Displayed: 270 Excluded: 0 Change Rate: 602 CH/Min

DiskPulse Server provides the ability to export previously saved disk change monitoring
reports to a number of the standard report formats including HTML, text, Excel, CSV, XML,
PDF and the DiskPulse native report format. In order to export a previously saved disk change
monitoring report, press the 'Save' button located on the monitoring results dialog and select
an appropriate report format.
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21 Automatic Report Management

DiskPulse allows one to keep a user-specified number of reports in the reports directory or the
reports SQL database while automatically deleting old reports and freeing up the disk space.
These features are especially useful for fully automated disk change monitoring configurations
when the user needs to keep a history of report files in a reports directory or a history of disk
change monitoring reports in an SQL database.

& Disk Pulse Server Options 7 >
General ™
E EREkS Keep in Reports Directory: | 100 Last Reports =
Iliﬁ Reports Keep in Reports Database: | 1000000 Last Reparts =
R y =
EHH Databaze Maximum Excel Report Levels: | 5 =
=
_,1=L_ Server Maximum Excel Files Per Level: | 100 =
I:I E-Mail Excel CSV Reports Delimiter: Comma (;) -
5 Report Files Date Format: DD-MOM-YYYY -
Misc
(o, 4 PDF Reports Default Font MName: | verdana. ttf |
=1 Rules
J.:-;:.' w PDF Reports Caption Font Name: |\rerdana.ttf |
[ save Cancel

By default, DiskPulse keeps all reports in the reports directory or the SQL database. In order
to enable automatic report management, open the 'Options' dialog, select the 'Reports' tab
and change the 'Report Files' or 'Report Database' options to appropriate values.

The 'Keep in Reports Directory' option is applicable to HTML, text, Excel CSV, XML and
DiskPulse native reports saved to a reports directory or to the user's home directory using
automated report generation actions. After saving each new report, DiskPulse will check if
there are too many reports of the same type (HTML, XML, CSV, etc.) in the reports directory
and delete old reports according to the user-specified configuration.

The 'Keep in SQL Database' option is applicable to disk change monitoring reports submitted
to an SQL database using the DiskPulse GUI application, the DiskPulse command line utility or
the DiskPulse server. After saving each new report to the database, DiskPulse will check if
there are too many reports from the same host computer, monitoring the same set of disks or
directories and delete old reports according to the user-specified configuration. For example, if
two servers are submitting reports to the same SQL database, DiskPulse will keep in the
database X last reports for each server.

DiskPulse Enterprise, which is capable of receiving and analyzing reports received from
multiple servers or desktop computers, manages reports in the database according to the
same configuration options. For each server and each set of monitored disks or directories,
DiskPulse Enterprise keeps a history of X last disk change monitoring reports according to the
user-specified configuration.

The 'Save File Categories' option allows one to enable/disable exporting of file categories to
HTML, text, Excel CSV and XML reports. Second-level file categories are available when
reports are saved using the DiskPulse GUI application manually. Automatically generated
reports or reports saved using the DiskPulse command line utility always saved without file
categories. When the 'File Categories' option is enabled, DiskPulse GUI application will save
second-level file categories to HTML, Excel, text, JSON, CSV and XML reports.

The 'Save Compressed Report Files' option allows one to save automatically generated
HTML, text, JSON, CSV and XML reports as compressed archive files.
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22 Disk Change Monitoring Wizard

DiskPulse Server provides a disk change monitoring wizard allowing one to automatically setup
frequently used disk change monitoring operations. Press the 'Wizard' button located on the
main toolbar and then select an appropriate wizard type to create a disk change monitoring
operation pre-configured for specific needs.

& Disk Pulse Client

File Command Tools Help

Connect  Reports  Database Wizard Add Delete Actions Rules Layouts  Options
Status Value M Monitor All Local Disks ... Status
:“ Commands 1 M Monitor Windows System Files ...
= Active 1 E Active
[ Completed 0 # Monitor Programs and Executables ...
' Failed 1
Reports 20 <8  Monitor Music, Sound and Audio Files ...
Actions : &  Monitor Images, Graphics and Picture Files ...
Changes 225

i Monitor Documents, Presentations and Help Files ...

Monitor Archives, Backup and Disk Image Files ...

Disk Total Fre: Monitor Newly Created Files and Folders ... I}S
© 12743 GB 100 Monitor Modified Files and Folders ...
Monitor Deleted Files and Folders ...

& Moenitor Files Owned By Specific User ...

& Monitor Files Owned By Specific Group ...
n

* Monitor All Local Disks - this wizard creates a simple disk change monitoring
command configured to monitor all types of changes in all local disk drives.

* Monitor Windows System Files - this wizard creates a disk change monitoring
command configured to monitor the Windows directory and detect changes made in
any system files.

* Monitor Programs and Executables - this wizard creates a disk change monitoring
command configured to monitor changes in all programs, DLL files and scripts located
in the Windows directory and the Program Files directory.

¢ Monitor Music, Sound and Audio Files - this wizard creates a disk change
monitoring command configured to monitor changes in all types of music and audio
files stored in all local disk drives.

+ Monitor Images, Graphics and Picture Files - this wizard creates a disk change
monitoring command configured to monitor changes in all types of image and graphics
files stored in all local disk drives.

+« Monitor Documents, Presentations and Help Files - this wizard creates a disk
change monitoring command configured to monitor changes in all types of documents
and text files stored in all local disk drives.

« Monitor Archives, Backup and Disk Image Files - this wizard creates a disk
change monitoring command configured to monitor changes in all types of archives
and backup files stored in all local disk drives.

« Monitor Newly Created Files and Folders - this wizard creates a disk change
monitoring command configured to monitor newly created (not modified) files and
folders in all local disk drives.

* Monitor Modified Files and Folders - this wizard creates a disk change monitoring
command configured to monitor modified (not newly created) files and folders in all
local disk drives.

* Monitor Deleted Files and Folders - this wizard creates a disk change monitoring
command configured to monitor deleted files and folders in all local disk drives.

« Monitor Files Owned By Specific User - this wizard creates a disk change
monitoring command configured to monitor files and folders owned by a specified user
in all local disk drives.

« Monitor Files Owned By Specific Group - this wizard creates a disk change
monitoring command configured to monitor files and folders owned by a specified
group in all local disk drives.
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23 Managing File Classification Plug-ins

DiskPulse Server allows one to monitor changed files by the file type using the 'Default File
Classification Plug-in', which is capable of recognizing more than 3,500 of the standard file
types and formats. In addition, a number of advanced file classification plug-ins are available
for registered users of DiskPulse Server.

. Manage File Classification Plugins ? X
Plugin Name Customizable
& Default File Classification Plugin
& Extension-Based Classification Plugin =
& Simple File Classification Plugin N .
=:| Programs Classification Plugin PR R
§ User-Based Classification Plugin - . .
& Group-Based Classification Plugin H SR [%
& File Permissions Classification Plugin Copy Plug-in ...
® Modification Time Classification Plug Rename Plug-in
&) Creation Time Classification Plugin goin e
&) Access Time Classification Plugin © Import Plug-in ... v
0 Add | Delete & Import Epm il = Close
Export To FLX File ...

& Move Plug-in Up

w  Move Plug-in Down

#|  Delete Plug-in

Finally, DiskPulse Server provides the ability to add user-custom file classification plug-ins and
customize the built-in file classification plug-ins allowing one to search duplicate files according
to the user-specific needs and requirements. In order to add a custom file classification plug-
in, select the menu 'Tools - Manage Plug-ins', press the 'Add' button, specify a unique file
classification plug-in name and then use the file classification plug-in designer dialog to create
your custom file categories and file classes.

#* Default File Classification Plugin ? x
Default File Classification Plugin
Name Groups Classes 2
[ Archive, Backup and Disk Image Files 3 132
=] Development Files ] 247
] Documents, Books and Help Files 8 107
] Game Files 15 17
2] Images, Pictures and Graphic Files 4 122
] Internet Files 8 107
] Movies, Clips and Video Files 3 ]
] Music and Audie Files 3 58
[] Programs, Extensions and Script Files 3 7
] Temporary Files 0 16 v
] Add Group | Add Class Delete Up [ save Cancel

Another option is to customize a built-in file classification plug-in by adding support for one or
more additional file type or file categories. In order to customize a built-in file classification
plug-in, select the menu 'Tools - Manage Plug-ins', select the required file classification plug-in
item, click the right mouse button and select the 'Copy Plug-in' menu, specify a new plug-in
name and then double click on the newly copied plug-in item to open the plug-in copy in the
file classification plug-ins designer dialog.
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24 Using DiskPulse Enterprise

The DiskPulse Enterprise product version can be used as a centralized reports database server
capable of receiving disk change monitoring reports from multiple production servers.
DiskPulse Enterprise allows one to define a centralized set of report analysis rules, which are
automatically applied to disk change monitoring reports received from production servers,
detect critical file system changes and send E-Mail notifications.

DiskPulse
Server X

DiskPulse
Server 1

DiskPulse
Server 2

h

Corporate Network |
A I
Y

DiskPulse Enterprise

- Receives Reports

- Applies Analysis Rules
- Sends Notifications

- Manages SQL Database

o @eo

E-Mail
Server

SQL
Database

DiskPulse Enterprise GUI

DiskPulse Enterprise runs in the background as a service and uses a built-in reports database
to store disk change monitoring reports received from production servers. The user is provided
with a client GUI application, which connects to DiskPulse Enterprise through the network and
allows one to review received reports, configure report analysis rules and manage the reports
database.

., Disk Change Monitoring Reports m] *
Reports: 156 Errors: 19 Warnings: 69
Date Time Command Name HostMame  Input Dirs Changes Report Title &
© 2018/09/25 11:43:43  Monitor System Disk SRW2012RZ G\ 100 Changes, 27.05MB  No Rules Triggered
© 2018/09/25 11:4258  Monitor System Disk SRW2012RZ G 100 Changes, 29.43MB  No Rules Triggered
@ 2018/09/25 11:42:54  Monitor System Disk SRV2012R2 Ch 100 Changes, 33.63MB  Too Many Delete Operations
@ 2018/09/25 11:42:49  Monitor System Disk SRV2012R2 Cy 100 Changes, 19.45MB  Too Many Delete Operations
@& 2018/09/25 11:42:47  Monitor System Disk SRV2012R2 i 100 Changes, 20.08 MB  Too Many Delete Operations
© 2018/09/25 114241 Monitor System Disk SRV20M12R2  CA 100 Changes, 13.82MB  No Rules Triggered
© 2018/09/25 11:4237  Monitor System Disk SRV20M12R2  CA 100 Changes, 2.81 MB No Rules Triggered
& 2018/09/23 11:42:33  Monitor System Disk SRV202R2 O 100 Changes, 1227 MB  Too Many Delete Operations
@& 2018/09/23 11:42:33  Monitor System Disk SRV20M2R2 O 100 Changes, 23.94MB  Too Many Delete Operations
& 2018/09/25 11:42:28  Moniter System Disk SRV20M12R2 G 100 Changes, 23.99MB  Too Many Delete Operations
© 2018/09/25 01:3%:46  Monitor System Disk SRV20165 Ch 200 Changes, 17.94MB  No Rules Triggered
© 2018/09/25 11:39:46  Monitor System Disk SRV2012R2 v 100 Changes, 37.7ZMB  No Rules Triggered
© 2018/09/25 01:3%42  Monitor System Disk SRV20165 Gy 200 Changes, 2448 MB  No Rules Triggered
2018/09/25 01:3%:41  Monitor System Disk SRV20165 Cy 200 Changes, 8.39 MB ‘Windows System Changes Detected
2018/09/25 01:3%:41  Monitor System Disk SRW20165 Cy 200 Changes, 8.96 MB ‘Windows System Changes Detected v
<! Command Mame ~ Contains - ‘ | Rl x]
&l Charts [*] Save Summary %, Search '1::- Import H Export | Delete Reports: 156 Displayed: 156 Close

DiskPulse Enterprise allows one to collect disk change monitoring reports from a number of
servers, analyze reports according to one or more user-specified rules, search specific changes
in the entire database of disk change monitoring reports and send E-Mail notifications when
critical changes are detected in one or more reports.
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In order to define one or more analysis rules, press the 'Rules' button located on the main tool
bar in the DiskPulse client GUI application. On the 'Analysis Rules' dialog, press the 'Add'
button, specify the rule description, select the type of the action to perform and enter an E-
Mail address to send notifications to.

# Setup Analysis Rules ? *
Description Status Enabled
Detect Mew Software Installations Error Yes
Detect Changes in Windows System Files Error es
Detect Created and Modified EXE Files Error Yes
Detect Created and Meodified DLL Files Error Yes
Too Many Delete Operations Warning es
d Delect Created Video and Music Files Warning Yes
oo AddRule..
::| EditRule.. I%
Copy Rule
: & Move Up |
Lo Add 1] Edit | Delete bown [ save Cancel

w Move Down

Delete Rule

|>'(

Optionally, select the 'Rules' tab and add one or more file matching rules specifying file types
the rule should be applied to. Finally, the 'Advanced' tab allows one to control the following
advanced options: hosts the rule should be applied to (all or a specific host), report titles the
rule should be applied to and change types the rule should be applied to (all or a specific
change type).

&, Edit Analysis Rule ? >

General |2 Advanced % Rules

Description: |Deteu:t Changes in Windows System Files ‘

Status: Q Set Report Status To: Error -
Action; [+ Send Motification To - |diskpulse@ynurcumpany.cum ‘
Enable Analysis Rule [ save Cancel

The specified report analysis rules are applied to incoming disk change monitoring reports in
the same order as specified in the 'Rules’ dialog. In order to change the order of a rule, select
the rule and press the 'Up' or 'Down' buttons. The simplest way to submit a disk change
monitoring report to DiskPulse Enterprise is to use the regular DiskPulse Server GUI
application. In order to submit a disk change monitoring report, open a disk change
monitoring report and press the 'Submit' button.

37



DiskPulse - Disk Change Monitor Flexense Ltd.

On the 'Submit’ dialog specify the host hame or the IP address of the DiskPulse Enterprise and
press the 'Ok' button. By default, the DiskPulse Enterprise uses the TCP/IP port 9120 to
receive reports from production servers, but the port humber may be changed to any custom
port number according to user-specific needs. In order to specify a user-custom port number
when submitting reports to the DiskPulse Enterprise use the following format: hostname:port.

&, Monitor System Disk O *
= .
Charts Rate Submit [%
Date Time Operation Size Owner MName "
& 25-Sep-2018  03:23:36 Deleted 0 Bytes --- CAWindows\ INFWmiApRpl 0003 WmilpRplini
25-5ep-2018  03:23:36 Modified 0 Bytes SYSTEM CAWindows\ INF\WmiApRpl
@ 25-Sep-2018 03:2%:36 Created 0 Bytes SYSTEM CAWindows\INFWmiApRpNWmiApRplini
25-5ep-2018  03:23:36 Modified 0 Bytes SYSTEM CAWindows\ INFWmiApRpl
25-5ep-2018  03:23:36 Modified 25.04 KB SYSTEM CAWindows\ INFWmiApRphWmiApRplini

Manual submission of disk change monitoring reports to the DiskPulse Enterprise is good for
testing purposes, but if you need to automatically collect disk change monitoring reports from
a number of production servers to a central DiskPulse database server, you need to configure
automatic report submission actions.

& Monitor Systemn Disk ? ot
ﬂl. Menitor Default Report Title |Disk Change Monitoring Report |
[ _a]
E Options Keep In System Memory Last 2000 Changes =
E Events =
wecute Selec ctions Every anges = | =
Execute Selected Actions E 200 Ch g
r"’-!'l/ Rules T
11 &5 Add Send Report To DiskPulse Server - hostname
13 Edit
Delete
egin Monitoring on Computer Startup ave ancel
[#] Begin Monitari Computer Startu e Cancel

In order to configure DiskPulse servers (running on production servers) to automatically
submit disk change monitoring reports to the DiskPulse database server, open the disk change
monitoring command (on each production server), select the 'Advanced' tab, enable execution
of automatic disk monitoring actions, specify the number of changes to trigger the actions and
add a disk monitoring action configured to send reports to a DiskPulse Enterprise.
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25 Disk Change Monitoring History Statistics

DiskPulse Enterprise allows one to display history statistics pie charts showing the number of
changes per file extension, the number of changes per change type and the number of
changes per user name.

™ Disk Pulse Client — O *
File Command Tools Help
= D @@ 3 0
8 2 fal B 3
Connect  Reports  Database Actions Add Delete Rules Layouts  Options Help
Status Value Command Status Changes Change Rate
= Commands 4 —
2 Active 3 Meonitor System Disk Active 78 112 CH/Min
7 Completed 0
[T Failed 1 =
[ Reports 283 @ Manitor Data Disk iV Gt omiint = 0CH/Min
= Actions 0
& Start Command
——
Meonitor Backup Disk [ Pause Command 0 CH/Min
2] Stop Command
. Monitor Target Disk NA
Disk Total Free ﬁ Ed Reset Command
@ o 32.69 GB 17.16 GB
@ D 40.00 GB 3213 GB ] Edit Command ...
@ o 10,03 GB 9.95GB
@ s\ 10.00GB  9.38GB Copy Command ...
@ T\ 9.97GB 9.89 GB Rename Command ...
@z 80.00 GB 67.68 GB
as  Command Statistics ... I%
4 Export Command ...
Import Command ...
Date Time Message o
@ 25/5ep/2018  14:05:41 Disk Pulse Enterprise v11.1.26 Started on - Windows10-64:91; & Move Command Up...
© 25/5ep/2018  14:05:41 Disk Pulse Enterprise Web Interface Started on - Windows10-
© 25/5ep/2018  14:05:41  Disk Pulse Enterprise Initialization Completed DR G D =
© 25/Sep/2018  14:05:51 admin@Windows10-64 - Connected
© 25/5ep/2078 140607  Monitor System Disk - add command [¥]  Delete Command
© 25/Sep/2018  14:06:18  Monitor System Disk - save command
@ 25/5ep/2018  14:06:20 Menitor System Disk - start command .
15 1010 14,007 Bdmmitae Dasa Dicle ~sdd "
© Connected To: admin@localhost

In order to open the disk change monitoring statistics dialog, start the DiskPulse client GUI
application, select a disk change monitoring command, press the right mouse button and
select the 'Command Statistics' menu item.

&, Changes Per Change Type - 25-5ep-2018 m} X

Changes Per Change Type - 25-Sep-2018

[ 737 Changes - 63.86 % - Modified Files
[ 178 Changes - 15.42 % - Deleted Files
[ 149 Changes - 12.91% - Created Files

'] s0changes - 7.80% - Renamed Files

Date: 25-5ep-2018 | Time: 14:08:58 | Host: Windows10-64 | Command: Monitor System Disk

& Copy To Clipboard £ Print Options 25-5ep-2018 w | |Changes Per Change Type - Close

Changes Per File Extension
Changes Per Change Type

By default, DiskPulse Enterprise keeps disk change monitoring statistics for the last 10 days.
In order to change the history statistics configuration options, connect to DiskPulse Enterprise
using the client GUI application and open the 'Options' dialog.
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26 Web-Based Management Interface

DiskPulse Enterprise provides a complete web-based management interface allowing one to
control, configure and manage one or more DiskPulse Servers using a regular web browser
from any computer on the network.

. Disk Pulse Enterprise Options ? X
2 Server User Name: |adrnin |
Server Password: [T |

Server Control Port: |9 120 =

Parallel Active Tasks: | 2 =

Parallel Batch Commands: | 2 =

Enable Web Server on Port: |BD =

'Jf;‘i=~| S v Enable Native Authentication: Server-Side User Authentication -

[ save Cancel

In order to enable the web-based management interface for a DiskPulse Enterprise
installation, connect to the server using the DiskPulse client GUI application, open the
'Options' dialog, select the 'Server' tab, enable the 'Web Server' option and press the 'Save'
button.

By default, the DiskPulse web server uses the TCP/IP port 80, which is a standard port used
by web browsers to connect to web servers. Sometimes, the standard web access port may be
in use by other applications or services installed on the server, preventing the DiskPulse web
interface to operate properly. In this case, the user needs to change the web access port
number and then, in order to connect to the custom port, type in the web browser address
bar: http://server-name:port-number.

<~ C @ & | © localhost/settings?sid=f839278bab0f65ad29eIb 1 edcIcI91a - @ =
Disk Pulse Enterprise v11.1.26 Home - Settings - Help - About - Logout 20-Sep-2018 16:15:45

Disk Pulse Enterprise Settings

&, About Disk Pulse Enterprise Configure E-Mail Server
= Configure Server Login Configure SQL Database
I View Message Console ! Confiqure Server Ports

Backup Restore Close

The DiskPulse Enterprise web-based interface is a dynamic web application, which
automatically updates the status of active disk change monitoring operations, and in order to
operate properly, the web-based interface requires JavaScript to be enabled in the web
browser.
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27 DiskPulse Server Disk Space Monitor

DiskPulse Server and DiskPulse Enterprise include a built-in disk space monitor allowing one to
monitor the free disk space in a number of disks or directories and provides the ability to send
E-Mail notifications and save disk change monitoring reports showing created or modified files
and/or execute custom actions when the amount of the free disk space drops below or rises
above a user-specified limit.

™ Disk Pulse Client - m] X

File Command Tools Help

= s E@EDF BB 0

S I & = (20 8 [

Connect  Reports  Database Wizard Add Deletz Actions Rules Layouts  Options Help

=] Status v ‘ Command Status Changes Change Rate

= Commands 5 i " i

2 Reports 0 @ Monitor System Disk Active 408 88 CH/Min

= Jobs 0

= Tasks 0 = N i

= Running 0 @ Meonitor Data Disk Active 1826 384 CH/Min

« Pending 0

7 Completed 0 . . )
" Failed 0 @ Menitor Backup Disk Active 1 0 CH/Min
——

&) Disk Space Monitor - ‘ Menitor Home Directories Completed 85 30 CH/Min
Free Disk Space @ Monitor NAS Server Active 7 15 CH/Min
211.78 GB

Total: 291.50 GB - Free: 72.7 %

Date Time Message
@ 18/un/2024  15:40:04 Moniter Home Directories - add command
@ 18/un/2024  15:40:11 Monitor Home Directories - start command
@ 18/un/2024  15:40:45 Moniter Home Directories - stop command
@ 18/un/2024  15:40:47 Moniter Home Directories - start command
@ 18/un/2024  15:41:36 Monitor NAS Server - add command
@ 18/un/2024  15:43:37 Monitor Home Directories - stop command
@ 18/un/2024  15:43:39 Monitor MAS Server - start command

© Connected To: admin@localhost

The disk space monitor can be displayed in any of the left-side tool panes of the DiskPulse
client GUI application. By default, the disk space monitor shows the status of all local disks in
the server. In order to open the disk space monitors dialog, double click on the disk space
monitor tool pane. For each disk, the disk space monitors dialog shows the disk name, the
total amount of the disk space, the amount of the free disk space and the disk status
according to the configuration of the disk space monitor.

2, Disk Space Monitors [m] x

1 Disk Space Monitoring Warning

Path Status Total Used Free Free (%)
@ c\ Normal 12751 GB 24.41 GB 103.10 GB 80.9 %
@ E\ MNormal 128.00 GB 36.76 GB 91.24 GB T3%
@ F\ MNormal 3200 GB 1473 GB 17.27GB 534.0%

Gty Warning 4.00 GB 3.82 GB 177.92 MB 43%

47 Add Disk Space Monitor ... I}
Edit Disk Space Monitor ...

Enable Monitor
Disable Monitor

Delete Monitor

[

"0 Add :|2] Edit |x] Delete Enable aAll Disable all Close

In order to add an additional disk or directory to the disk space monitor, press the right mouse
button over the disk space monitor pane, specify the name of a disk or directory to monitor
and press the 'Ok' button. In order to change the configuration of a previously created disk
space monitor, select the required disk item in the disk space monitor pane, press the right
mouse button and select the 'Edit Monitor' menu item.
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For each monitored disk, the disk space monitor allows one to control the disk space
monitoring frequency, the maximum number of monitoring errors and disk space monitoring
actions and/or E-Mail notifications. Sometimes, when monitoring the disk space usage in
remote servers or NAS storage devices via the network, a network server or NAS storage
device may be temporary offline due to unexpected connectivity or hardware problems. In this
case, the disk space monitor will mark such a disconnected device as 'Offline' and continue to
monitor the server according to the user-specified maximum number of errors. On the other
hand, if a network server or NAS device was permanently disconnected from the network, the
disk space monitor will disable monitoring of the disconnected server after the user-specified
number of monitoring errors.

., Disk Space Monitor ? o

Dizk, Share or Directory Mame: |C:'|, ‘

*

4

Maonitor Disk Space Every: | 3 Seconds

L

Disable Maonitor After: | 3 Errars

41

2| Manitor Actions ... Ok Cancel

In order to automatically send an E-Mail notification and/or execute a custom action when the
amount of the free disk space drops below a user-specified limit, the user needs to configure
one or more disk space monitoring actions. Open the disk space monitor dialog, press the
'Monitor Actions' button, specify the minimum amount of the free disk space to trigger the
action, select the 'Send Notification' option, select an appropriate notification format and
specify an E-Mail address to send the notification to. In addition, in order to enable E-Mail
notifications, the user needs to open the main options dialog, select the 'E-Mail' tab and
configure an E-Mail server to use to send E-Mail notifications.

™, Disk Space Monitor Action ? X
If Free Disk Space: 4 Drops Below - Percent
Set Severity Level: & Severity Level: ERROR - |Error Status String ‘
Send Notification: HTML E-Mail Motification To - ||:Iiskpulse @yuurcampany.‘
Execute Command: “# Custom Disk Change Monitor Command |Monib3r System Disk ‘

Repeat Action Every: |12

Hours -

-

Ok Cancel

In addition to E-Mail notifications, the user is provided with the ability to automatically start a
disk change monitoring operation, which will monitor all created or modified files and save disk
change monitoring reports in the DiskPulse Server reports database. If the user selects the
'Default Disk Change Monitor Command' option, the disk space monitor will automatically
create a disk change monitoring command configured to monitor all disk changes and save
disk change monitoring reports in the DiskPulse Server reports database. If the user selects
the 'Custom Disk Change Monitoring Command' option, the disk space monitor will execute
the user-configured disk change monitoring command. Finally, if the user selects the 'User
Command, Script or Batch File' option, the disk space monitor will execute the user-custom
command, script or batch file.
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28 Using DiskPulse Server Command Line Utility

DiskPulse Server provides a command line utility allowing one to control one or more servers
locally or through the network using batch files and shell scripts. The DiskPulse command line
utility is located in the '<ProductDir>\bin' directory.

E¥ Command Prompt - O x

Name>

monitori

monitoring commands.

DiskPulse Server Command Line Utility Commands:

diskpulse -server_show_commands

This command shows disk change monitoring commands configured in the DiskPulse server.

diskpulse -server_execute_command <Command Name>

This command synchronously executes the specified disk change monitoring command.

diskpulse -server_start_command <Command Name>

This command starts the specified disk change monitoring command and exists.

diskpulse -server_start_all_commands

Starts all inactive disk change monitoring commands.

diskpulse -server_pause_command <Command Name>

This command pauses an active disk change monitoring command.
diskpulse -server_reset_command < Command Name>

This command resets and clears detected file system changes from an active disk change
monitoring command.
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diskpulse -server_stop_command <Command Name>

This command stops an active disk change monitoring command.

diskpulse -server_stop_all_commands

Stops all active disk change monitoring commands.

diskpulse -server_delete_command <Command Name>

Deletes the specified disk change monitoring command.

diskpulse -server_delete_all_commands

Deletes all configured disk change monitoring commands.

diskpulse -server_show_changes <Command Name>

This command shows file system changes detected by a disk change monitoring command.

diskpulse -server_save_report <Command Name> -format <Report Format>

This command saves file system changes detected by a disk change monitoring command to a
report file according to the specified report format, which may be set to one of the following
values: HTML, TEXT, JSON, CSV, XML, PDF and FLR (the native DiskPulse report format). In
addition, the command line utility provides the '-report’ command line option, which may be
used to specify a file name or a directory name to save the report to. If no file name or
directory name is specified, the report will be saved in the user's home directory with an
automatically generated file name including the current date and time.

diskpulse -server_save_to_database <Command Name>

This command saves detected changes to the SQL database configured on the 'Options' dialog.

diskpulse -server_command_status <Command Name>

This command shows the status of the specified disk change monitoring command.
diskpulse -server__ status

This command shows the DiskPulse Server debug status.

diskpulse -server_show_debug_log

This command shows the DiskPulse Server debug message log.

diskpulse -server_clear_debug_log

This command clears the DiskPulse Server debug message log.

diskpulse -server_set_user <User Name>

This command sets the DiskPulse Server user name. In order to reset a forgotten user name,
execute the command locally on the same host where the DiskPulse server is installed on.
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diskpulse -server_set_password <Password>

This command sets the DiskPulse Server password. In order to reset a forgotten password,
execute the command locally on the same host where the DiskPulse server is installed on.
diskpulse -server_set_port <Server Control Port>

This command sets the DiskPulse server control port (default is 9120). After executing this
command, the DiskPulse service should be restarted. In order to be able to connect to the
server through the network the server control port should be open in the server's firewall.

diskpulse -server_export_config <Configuration File Name>

This command exports the DiskPulse Server configuration to the specified file.

diskpulse -server_import_config <Configuration File Name>

This command imports the DiskPulse Server configuration from the specified file.

diskpulse -server_register_online -customer <Customer Name> -key <Unlock Key>
-servers <Serverl;Server2;ServerX>

This command performs the online product registration procedure for one or more DiskPulse

servers via the network. The command should be executed on a host directly connected to the
Internet. Internet access for the registered DiskPulse servers is not required.

diskpulse -server_export_product_id -directory <Directory> -customer <Customer>
-key <Unlock Key> -servers <Serverl;Server2;ServerX>

This command exports product ID files from one or more DiskPulse Servers to the specified
directory.

diskpulse -server_import_unlock_file -directory <Directory>

This command performs the manual product registration procedure via the network using
unlock files located in the specified directory.

Optional Command Line Parameters:

-host <Host Name>

Sets the host name of the DiskPulse server to connect to (default is localhost).

-port <Port Number>

Sets the DiskPulse server control port number to connect to (default is 9120).

-user <User Name>

Sets the DiskPulse server user name to login with (default is 'admin').

-password <Password>

Sets the DiskPulse server password to login with (default is 'admin').
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29 Configuring DiskPulse Server

DiskPulse Server provides a variety of configuration options allowing one to easily integrate
the product into a user-specific network environment. In order to open the main options
dialog, press the 'Options' button located on the main toolbar.

., Disk Pulse Server Options ? x
@ General 2 Option
. Show Main Toolbar

Ilﬁ Reports Remove Duplicate File System Changes

[] Request Admin Menitoring Permissions
Database [ Abort Operation on Critical Errors

[] Save Remaining Changes On Close

A== Server [ Always Keep Changes in Memaory

e [ Allow Multiple Application Instances

[:I E-Mail Minimize To System Tray

— [ Start Minimized

_.'”'{‘I} Rules [] Enable Crash Log File

a= [] Show Verbese Debug Messages

|~ P

[ save Cancel

30 Configuring Custom User Name, Password and Ports

The DiskPulse client GUI application requires users to login with a DiskPulse user name and
password. The default user name and password is set to admin/admin. In addition, DiskPulse
Server provides the ability to set a custom user name and/or password for the DiskPulse client
GUI application and the command line utility, which may be used to automate configuration
and management tasks. In order to set a custom user name and password, open the main
options dialog, select the 'Server' tab, specify a new user name and password and press the
'Save' button.

™, Disk Pulse Server Opticns ? X
General L Server User Name: | admin |
Reports Server Password: [ITTT] |

I
Database Server Control Port: |9120 = |
1
@ s Parallel Active Tasks: |2 = |
)
I:I E-Mail Parallel Batch Commands: |2 = |
'r;__fl/' Rules Enable Web Server on Port: a0 =
’Dﬁ Eoclind " Enable Native Authentication: Client-Side User Authentication -

E save Cancel

DiskPulse Server uses the TCP/IP port 9120 as the default server control port and the TCP/IP
port 80 as the default web access port. Sometimes, these ports may be in use by some other
software products or system services. If one or both of these ports are in use, DiskPulse
Server will be unable to operate properly and the user needs to change the DiskPulse server
control port and/or web access port. In order to set a custom server control port and/or web
access port, open the main options dialog, select the 'Server' tab and enter a custom server
control port or web-access port to use. If the DiskPulse server should be controlled through
the network, make sure the server control port and the web access port are open in the
server's firewall.
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31 DiskPulse Server Report Management

In addition, DiskPulse Server allowing one to customize the following of report management
options:

« Keep in Reports Directory - this option specifies how many report files to keep in a
reports directory specified for a disk change monitoring command.

« Keep in Reports Database - this option specifies how many disk change monitoring
reports to keep in the DiskPulse internal reports database.

*« CSV Reports Delimiter - this option allows one to customize the delimiter character
used in CSV reports as the column delimiter.

+ Report Files Date Format - this option allows one to customize the date/time format
used in all types of disk change monitoring reports.

M, Disk Pulse Server Options ? >

Keep in Reports Directory: | 100 Last Reports =

Keep in Reparts Database: | 1000000 Last Reports =

Maximum Excel Report Levels: | 5 =

Maximum Excel Files Per Level: | 100 =

Excel CSV Reports Delimiter: Comma (;) -

Report Files Date Format: DO-MON-YYY -
PDF Reports Default Font Mame: |verdana.ttf |

M) Rules
,D=. v | PDF Reports Caption Font Name: |verdana.ttf |
[ save Cancel

32 Configuring E-Mail Server

In order to be able to send E-Mail notifications, open the main options dialog, select the 'E-
Mail' tab, enable E-Mail notifications, enter the SMTP server host name, port, user name,
password and the source E-Mail address to use to send E-Mail notifications. Optionally, enable
the secure SMTP connection mode and select an appropriate security algorithm.

™, Disk Pulse Server Options ? ®
E General 2
Enable E-Mail Motifications =+ Verify E-Mail ...
Reports
Database
Source E-Mail Address: |diskpu|se @yourcompany,com |
.. Server
e SMTP Server Name: |mail.yourcompany.com | Part: |465 |
[ E-mail
SMTP User Mame: |diskpulse | Password: |esssessss |
flTj? Rules
= Use Secure Connection: | S5L -
Al Evelnde ¥

B save Cancel
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33 Updating DiskPulse Server

Flexense develops DiskPulse Server using a fast release cycle with minor product versions,
updates and bug fixes released every month and major product versions released every year.
New product versions and product updates are published on the product web site and may be
downloaded from the following page: https://www.diskpulse.com/downloads.html.

#y Disk Pulse Server 11,1.26 (B4-Bit) Setup

An existing installation of Disk Pulse Server 11.0.34 detected
on this computer.

Do you want to replace it with Disk Pulse Server 11.1.26 7

Yes Mo

Due to the fact that the product is especially designed for servers running in production
environments where stability is a major decision factor, DiskPulse Server updates should be
manually installed by the user. In order to update an existing product installation, download
the latest product version and just start the setup program.

#y Disk Pulse Server 11.1.26 (B4-Bit) Setup o >

Diskpulse Disk Pulse Server Ports
et S

Disk Pulse Server control and web access ports,
DISK CHANGE MONITOR

Enter Disk Pulse Server control and Web access ports:

Server Control Port: | 9120 |

Server Web Access Port: | 80 |

Disk Pulse Server may be managed using a Web browser through the web access port
or using the command line utility through the contral port.

If you need to control the product through the network, make sure these ports are open
in the host's firewall,

< Back Install Cancel

The DiskPulse Server setup program will properly shutdown the running DiskPulse service,
update the product and restart the DiskPulse service after finishing the update procedure. All
product configuration files, configured disk change monitoring commands, saved disk change
monitoring reports and product registration will remain valid and there is nothing to
reconfigure or manage after the update.
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34 Registering DiskPulse Server

Within a couple of hours after purchasing a product license, the customer will receive two e-
mail messages: the first one confirming the payment and the second one containing an unlock
key, which should be used to register the product. If you will not receive your unlock key
within 24 hours, please check your spam box and if the unlock key is not in the spam box
contact our support team: support@flexense.com.

™, Register Disk Pulse Server ? x

Evaluation Copy (31 Days Left)

Customer Mame: |C|:|m|:|an3.r Name ‘ (\/)
Unlock Key: |ﬂﬂkﬂxﬂﬂ“ﬂ ‘ Reqister
Q Buy Mow Manual Registration Close

If the computer where DiskPulse Server is installed on is connected to the Internet, open the
DiskPulse client GUI application, press the 'Register' button located in the top-right corner of
the window, enter your name or your company name, enter the received unlock key and press
the 'Register' button.

Please Wait ...

Registering Disk Pulse Sarver ...

If the computer is not connected to the Internet, press the 'Manual Registration' button,
export the product ID file and send the product ID file to register@diskpulse.com as an
attachment. Within a couple of hours, you will receive an unlock file, which should be imported
in order to finish the product registration procedure.

& Message b4

Product Registration Successfully Completed
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35 DiskPulse Enterprise OEM Version

Flexense provides system integrators, value-added distributors and IT service providers with
the ability to resell DiskPulse Enterprise and/or provide services based on the product under
third-party brand names. Resellers and integrators are provided with the ability to change the
product name, the product web site address, the product vendor name and the product vendor
web site address.

- M OEM Product Name @ Windo: X [iSd _ o

<« C @ B | ® localhost/set_oem_info?sid=3ced 767313027 5cdTcbbdcede75db46d - 0 % =]
OEM Product Name v11.1.26 Home - Settings - About - Logout 25-5ep-2018 14:58:09

Set OEM Info

OEM Vendor Mame: |OEM Vendor Name

0QEM Product Name: |OEM Product Mame

|
OEM Vendor URL: |http:\\wvm.yourcompany.cam |
|
|

OEM Product URL: |http:\\vwwu.ynurprnduct.cnm

Save Cancel

In order to be able to set custom OEM product and vendor information, the user needs to
register the product using a special OEM-Enabled unlock key, which may be purchased on the
product purchase page. Once the product is registered using an OEM unlock key, open the
'About' page, press the 'Set OEM Info' button, specify your custom OEM product and vendor
information and press the 'Save' button.

- M OEM Product Name @ Winde. X [EH = O

« (& ‘Q 3 @ localhost/about?sid=3ced 7673f30275cd7cbbdcede7 5db46d - O =
OEM Product Name v11.1.26 Home - Settings - About - Logout 25-Sep-2018 14:57:41

About OEM Product Name

Product: OEM Product Name v11.1.26
License: Registered To OEM

Vendor: OEM Vendor Name

Build Date: Sep 7 2018 11:42:58

Build 0S: Windows (64-Bit) (Release)
Install Date: 20/09/2018

Memory Usage: 10.82 MB

Set QEM Info | Close

Custom OEM product and vendor information will be displayed on all pages of the DiskPulse
web-based management interface, in all types of reports generated by the product and all
notification E-Mail messages sent by DiskPulse Enterprise.
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36 Installing MySQL Database

DiskPulse Server is capable of saving disk change monitoring reports in an SQL database.
Reports may be saved manually or automatically using conditional report generation actions
triggered when a user-specified number of changes detected in a disk or directory. SQL
Database integration is available in DiskPulse Server and DiskPulse Enterprise.

In order to configure DiskPulse to use the MySQL database, the user needs to install the
following two components: the MySQL Server and the MySQL ODBC connector. First of all,
let’s install the MySQL Server. Download the latest version of the MySQL server from the
MySQL web site and execute the setup program to start the installation procedure. On the
setup type page, select the ‘Typical’ setup type and press the ‘Next’ button. By default, the
setup will install the MySQL server and a command line utility, which will be used to configure
the MySQL server.

ﬁ MySQL Server 5.1 - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(® Typical
— Commen program features will be installed. Recommended for

\
general use.
i)

) Complete

- All program features will be installed. (Requires the most disk
| space.)

]

| Pyl

O Custom

— Choose which program features you want installed and where they
o - will be installed. Recommended for advanced users.
-

== ==

On the next setup page, select the ‘Configure the MySQL Server now’ option and press the
‘Finish’ button. The setup program will open a MySQL configuration wizard allowing one to
configure basic server settings.

1 MySQL Server 5.1 - Setup Wizard x

Wizard Completed

Setup has finished installing MySQL Server 5.1, Click Finish to
exit the wizard.

Configure the MySQL Server now
Use this option to generate an optimized MySQL config
file, setup a Windows service running on a dedicated port
and to set the password for the root account.

[] register the MySQL Server now
Use this option to register this MySQL server with
SunConnect service, to receive automatic update
notifications on future releases and other free offerings.
A browser window will open briefly to allow you to
complete the registration,

< Back Cancel
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On the next setup page, select the ‘Detailed Configuration” option and press the ‘Next’ button.
The detailed configuration mode is required to configure the MySQL server for maximum
database performance.

MySCQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MyS0L Server 5.1 server instance.

Please select a configuration type.

f+ Detailed Configuration

": Choose this configuration type to create the optimal server
_.'I setup for this machine.

i~ Standard Configuration

— Use this only on machines that do not already have a MySQOL
» server installation. This will use a general purpose configuration
for the server that can be tuned manually.

< Back Cancel

On the next page, select the ‘Server Machine’ option, which is the most balanced configuration
for typical DiskPulse Server and DiskPulse Enterprise workloads. If the server is intended to
process large volumes of reports and is dedicated for DiskPulse Enterprise, select the
‘Dedicated Server’ configuration option.

MySCL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please select a server type. This will influence memory, disk and CPU usage,

" Dewveloper Machine
- This is a development machine, and many other applications will
be run on it. My50L Server should only use a minimal amount of

memary.

{+ Server Machine

Several server applications will be running on this machine,
Choose this option for web/application servers, MyS0L will have
= medium memaory usage,

" Dedicated MySQL Server Machine

= This machine is dedicated to run the My50L Database Server. No
other servers, such as a web or mail server, will be run, MyS0L
will utilize up to all available memory.

< Back Cancel
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On the next page, select the ‘Non-Transactional Database’ option. DiskPulse does not perform
concurrent insert or modify operations on the database and a transactional database is not
required. Moreover, configuring the MySQL server as a non-transactional database will
significantly improve the performance of database import operations.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please select the database usage.

" Multifunctional Database

s General purpose databases. This will optimize the server for the
j use of the fast transactional InnoDEB storage engine and the
. high speed Myl5AM storage engine.

" Transactional Database Only

__l Optimized for application servers and transactional web
) ~ applications. This will make InnoDE the main storage engine.
WM note that the MylSAM engine can still be used.

{* Non-Transactional Database Only

» = Suited for simple web applications, monitoring or logging
m,-” applications as well as analysis programs. Only the
= non-transactional Myl5AM storage engine will be activated,

< Back Cancel

On the next page, select the ‘Manual Setting’ option and set the number of concurrent
database connections to 5, which is the optimal number for DiskPulse Server and DiskPulse
Enterprise installations.

WySOL Server Instance Configuration Wizard

My50L Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please set the approximate number of concurrent connections to the server,

" Decision Support (D55)/0OLAP
£ Select this option for database applications that will not require
w a high number of concurrent connections. A number of 20
connections will be assumed.
i Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may
have at any one time up to 500 active connections such as
heavily loaded web servers.

{* Manual Setting
ﬂé; Please enter the approximate number of concurrent

Concurrent connections: 10 -

Cancel

< Back |
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On the next page, enable TCP/IP networking and if the server will be accessed from other
computers on the network, add a firewall exception for the MySQL server port. In general, a
single MySQL server may be used to collect reports from multiple DiskPulse Servers using
remote ODBC connections.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please set the networking options,

|v Enable TCP/IP Networking

Enable this to allow TCP/IP connections, When disabled, only
e lacal connections through named pipes are allowed.

==
Port Number: |3306 »| [ Add firewall exception for this port

Please set the server SCL mode.

|¢ Enable Strict Mode

This option forces the server to behave more like a traditional
database server. It is recommended to enable this option.

< Back Cancel

On the next page select an appropriate character set. By default, DiskPulse uses the UTF-8
character set to store names of files and directories, but if there is no need to process Unicode
file names, this option may be set to the standard Latinl character set.

MySOL Server Instance Configuration Wizard

My5QL Server Instance Configuration

Configure the MySQL Server 5.7 server instance.

Please select the default character set,

(+ Standard Character Set

Makes Latin1 the default charset. This character set is suited for
English and other West European languages.

(~ Best support For Multilingualism

5 Make UTF3 the default character set. This is the recommended
character set for storing text in many different languages.

" Manual selected Default Character Set / Collation

Please specify the character set to use.

Character Set: latini ﬂ

< Back | Cancel
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On the next page, select the ‘Install as Windows Service’ option and select the ‘Include Bin
Directory in Windows PATH’ option. The PATH option will enable execution of the MySQL
command line utility from any location.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please set the Windows options.

[v Install As Windows Service

This is the recommended way to run the MySCOL server
on Windows.

Service Name: MySOL -

v Launch the MySQL Server automatically

|v Include Bin Directory in Windows PATH

Check this option to include the directory containing
the server / client executables in the Windows PATH
variable so they can be called from the command line.

< Back Cancel

On the next page, select the ‘Modify Security Settings’ option and specify a root password for
the MySQL server, which later will be used to configure regular MySQL users.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please set the security options,

v Modify Security Settings

Mew root password: i s Enter the root password,
oot | Confirm: e Retype the password.

|~ Enable root access from remote machines

[~ Create An Anonymous Account

This option will create an anonymous account on this server,
Please note that this can lead to an insecure system,

< Back Cancel

That's all. Press the ‘Next’ button to finish the installation procedure.
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37 Configuring MySQL Database

The MySQL database provides the ‘mysqgl’ command line utility, which may be used to
configure the database and the user account to be used by DiskPulse.

E® Command Prompt - ] x

In order to configure the MySQL database, open the command prompt window and type the
following command:

mysql —u root -p
This command will start the ‘mysql’ command line utility and login to the MySQL server with

root permissions. The user will be asked to provide the root password, which was specified
during the MySQL server installation procedure.

Once logged in, the user needs to create a database that will be used by DiskPulse to store
disk change monitoring reports. In order to do that, type the following command:

create database diskpulse;

Now, add a user account that will be used by DiskPulse to submit reports to the database.
Single quotes are required and should be specified exactly as displayed.

create user ‘diskpulse’@’localhost’ identified by ‘password’;

Now, grant permissions to the user account using the following command:

grant all privileges on *.* to ‘diskpulse’@’localhost’;

Finally, flush user privileges using the following command.

flush privileges;

That’s all. Now the MySQL server is fully configured. In order to disconnect from the MySQL
database, just type ‘quit’ in the command window.
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38 Installing and Configuring MySQL ODBC Data Source

DiskPulse connects to the MySQL database through the ODBC interface. Download an
appropriate version of the MySQL ODBC connector from the MySQL web site and execute the
setup program. There are no critical configuration options in the MySQL ODBC connector
installation procedure and the user can just press the ‘Next’ button until the last page keeping

the default configuration options.

'-:?_ ODEBC Data Scurce Administrator

System Data Sources:

User DSM  System DSN  File DSM  Drivers Tracing Connection Pooling  About

MName  Driver

Cancel

Add...

Remove

Caonfigure...

Apply

An ODBC System data source stores information about how to connect to the indicated data provider.
A System data source is visible to all users on this machine, including NT services.

Help

After finished installing MySQL ODBC Connector, open the Windows control panel and select
‘Administrative Tools — Data Sources (ODBC)’. On the ODBC Administrator window, select the
‘System DSN’ tab and press the ‘Add’ button. On the next page, select the ‘MySQL ODBC

Driver’ and press the ‘Finish’ button.

Create Mew Data Source

e l—

Select a driver for which you want to set up a data source.

MName

Microgoft ODBC for Oracle
Microsoft Paradax Driver (".db )
Microsoft Paradox-Treiber (*.db )
Microsoft Text Driver (" txt; " cav)
Microsoft Test-Treiber (" tat; *.cav)
MySQL ODBC 5.1 Driver
SGL Server

£

Version 2

10.00.16253.1%
10.00.16239.1%
10.00.16259.15
10.00.16255.1%
10.00.16253.1%
5.01.08.00

10.00.16259.15

>

< Back

Cancel
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On the next page, enter a new data source name, which will be used by DiskPulse to connect
to the database. Specify the name of the host where the MySQL server is running on and
enter the MySQL user name and password that should be used by DiskPulse to connect to the
database. Finally, select the name of the database that should be used to store disk change
monitoring reports. After finished specifying all the required information, press the ‘Test’
button to check the database connection.

MyS0L Connector/ODBC Data Source Configuration *

™
MysOL %
Connector/ODBC

Connection Parameters

Data Source Name: | DiskBoss SQL Database |

Description: | DiskBoss SQL Database |

(®) TCP/IP Server: |Incalhnst | Port: |33DS |

() Mamed Pipe:

User: | diskboss |

Password: | TTTITT |

Database: | diskboss ~ | Test

Details »> Cancel Help

39 Configuring DiskPulse Database Connection

In order to configure DiskPulse to use the installed MySQL database, open the options dialog
and select the ‘Database’ tab. Enable the ODBC interface and enter the name of the ODBC
data source, the database user name and password that were specified for the ODBC data
source. Finally, press the ‘Verify’ button to check the DiskPulse database connection.

™, Disk Pulse Server Options ? x
Enable ODEC Interface ~ Verify ... Clear
ODBC Data Source: |5QL Server |
User Mame: |username |
P._?? Rules Password: I |
A | Ferlude e

H save Cancel
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40 Supported Operating Systems

Server 2025
Server 2022
Server 2019
Server 2016
Server 2012 R2
Server 2012
Server 2008 R2
Server 2008
Server 2003
Windows 11
Windows 10
Windows 8.1
Windows 8
Windows 7
Windows Vista
Windows XP

41 System Requirements

Minimal System Requirements

Supported Operating System
2 GHz or better dual-core CPU
4 GB of system memory

100 MB of free disk space

Recommended System Configuration

64-Bit Operating System

2 GHz or better dual-core CPU
4 GB of system memory

200 MB of free disk space

DiskPulse Enterprise System Configuration

64-Bit Operating System
2 GHz+ quad-core CPU
8 GB of system memory
1 GB of free disk space
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